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1.  Introduc tion  321 

This chapter identifies and introduces the set of provisions, and indicates the types of entities and applications for 322 

which the WiMAX  Certificate Policy (CP) is targeted. 323 

The WiMAX CP is written for WiMAX Forum® products. 324 

The WiMAX  CP is consistent with the Internet Engineering Task Force (IETF) Public Key Infrastructure X.509 325 

(PKIX) Certificate Policy and Certification Practices Framework as described in RFC 3647. 326 

1.1 Overview  327 

The WiMAX CP is written for WiMAX Forum® products.  The WiMAX CP defines the policy under which the 328 

WiMAX Public Key Infrastructure (PKI) issues Public Key Certificates (PKCs) to Manufacturer CAs, their Device 329 

Sub-CAs, and finally Devices.  This CP also addresses PKCs issued to support Server CAs and Server certificates.  330 

The WiMAX PKI enables mutual authentication of devices and networks via EAP.  Digital signatures as well as 331 

encryption are employed. 332 

1.2 Document Name and Identification  333 

This CP is known as the ñWiMAX  Device CP.ò The Device PKI will use the OID { 1.3.6.1.4.1.24757.1.1 }  to 334 

indicate the certificates issued under this CP. 335 

1.3 PKI Participants  336 

The following are roles relevant to the administration and operation of the WiMAX  PKI. 337 

1.3.1 Policy Authority  338 

The Policy Authority (PA) is the entity that approves this device certificate policy.  The PA is the WiMAX Forum 339 

Board. 340 

The WiMAX Forum PA also approves all agreements (i.e., CP, Certification Practice Statement (CPS), relying party 341 

agreements, and Certificate Subject agreements) that affect the Server PKI (see sections 1.3.2, 1.3.4, and 1.3.5). 342 

The WiMAX Forum PA MAY  delegate these functions to a committee or a specific individual or individuals. 343 

1.3.2 Certification  Authorities  344 

The CA is responsible for all aspects of the issuance and management of a PKC including: 345 

 Registration, 346 

 Identification and authentication, 347 

 Issuance, and 348 

 Ensuring that all aspects of the CA services and CA operations and infrastructure related to PKCs issued 349 

under the WiMAX CP are performed in accordance with the requirements, representations, and warranties 350 

of their WiMAX CPS. 351 
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CAs that support WiMAX can be divided into two categories: 352 

 Device CAs are those that are part of the Certification Path that issues Device PKCs (see Figure 1): 353 

o Device Root CA is the entity that creates, signs, and issues PKCs to Manufacturer CAs.  Device 354 

Root CAs are identified by the WiMAX Forum PA, and there MAY  be more than one Device 355 

Root CA. 356 

o Device Manufacturer CAs are entities that create, sign, and issue PKCs to Devices.  Manufacturer 357 

CAs can also create, sign, and issue PKCs to Device Sub-CAs. 358 

o (optional) Device Sub-CA, when they are used, are entities that create, sign, and issue PKCs to 359 

Devices. 360 

 Server CAs are those that are part of the Certification Path that issues Server PKCs (see Figure 2): 361 

o Server Root CA is the entity that creates, signs, and issues PKCs to Server CAs.  There will be at 362 

least one Server Root CA. 363 

o Server CAs are the entities that create, sign, and issue PKCs to Servers.  Server CAs can also 364 

create, sign, and issue PKCs to server Sub-CAs. 365 

o (optional) Server Sub-CA, when they are used, are entities that create, sign, and issue PKCs to 366 

Servers. 367 

Server CAs SHALL NOT issue Device PKCs.  Device CAs and Device Sub-CAs SHALL NOT issue Server PKCs. 368 
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Figure 1 - Device PKI 370 
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Figure 2 - Server PKI 372 

In the remainder of this document, the term CA only applies to Device CAs and it does not apply to Server CAs.  373 

Distinction between Device Root CA, Device Manufacturer CA, and Device Sub-CA is only made when the 374 

requirements are different for a type of CA. 375 

Agreements (i.e., CP, CPS, relying party agreements, and Certificate Subject agreements) that apply to Device CAs 376 

MUST be approved by the WiMAX Forum PA. The approved CP will be publicly available by the WiMAX Forum 377 

PA. The CPS may be kept private or made publicly available at the discretion of WiMAX Forum PA. 378 

1.3.3 Registration Authority  379 

No stipulation.  If procedures and practices make use of a Registration Authority (RA), then the CPS MUST specify 380 

the manner in which the RA is used. 381 

1.3.4 Certificate Subject s 382 

A Certificate Subject is the entityôs whose name appears in the subject in a PKC and who asserts that the PKC and 383 

the keying material will be used in accordance with the WiMAX CP.  Like the CAs, they are categorized in one of 384 

two ways: 385 

 Devices are issued PKCs from the Device PKI to gain access to Servers following device authentication via 386 

EAP-TLS or EAP-TTLS methods as specified in [NWG Rel 1.0 Stage 3 Specification]. 387 

 Servers are issued PKCs from the Server PKI to grant access to Devices via EAP-TLS or EAP-TTLS 388 

methods as specified in [NWG Rel 1.0 Stage 3 Specification]. 389 

In this CP, none of the various types of CAs or OCSP responders is referred to as Certificate Subjects.  Only end-390 

entity certificate holders are referred to as Certificate Subjects.  In the remainder of this document, the term 391 

Certificate Subject refers to Devices. 392 

Agreements (i.e., CP, CPS, relying party agreements, and Certificate Subject agreements) that apply to a Serverôs 393 

PKC MUST be approved by the WiMAX Forum PA. 394 

1.3.5 Relying Parties  395 

In WiMAX  environment, Servers are Relying Parties of the Device PKI, and Devices are Relying Parties of the 396 

Server PKI.  In the remainder of this document, the term Relying Parties only applies to Servers that validate 397 

certificates issued to Devices in conformance with this certificate policy. 398 
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Agreements (i.e., CP, CPS, relying party agreements, and Certificate Subject agreements) that apply to a Serverôs 399 

PKC MUST be approved by the WiMAX Forum PA. 400 

1.3.6 OCSP Responder  401 

The CA operator runs the OCSP responder or arranges for a third party to do so on its behalf.  OCSP responders act 402 

on behalf of CAs for a single purpose - signing OCSP response.  Therefore, in the remainder of this document, 403 

OCSP responders are not addresses as separate entities from the CAs that they support unless the requirements 404 

differ. 405 

1.3.7 Other Participants  406 

No stipulation. 407 

1.4 Certificate Usage  408 

The WiMAX  CP object identifier (OID) defined in this document (see Section 1.2) SHALL only be used for the 409 

following purposes: 410 

 WiMAX Device Manufacturer CAs and Device Sub-CAs SHALL issue PKCs only to support WiMAX  411 

Devices, to issue revocation information, and to issue OCSP responder certificates.  All other uses of 412 

WiMAX Device Manufacturer CA PKCs or Device Sub-CA PKCs are expressly prohibited. 413 

 WiMAX Devices SHALL use their PKC only to establish a connection with WiMAX Servers.  All other 414 

uses of a WiMAX Device PKC are expressly prohibited. 415 

 WiMAX OCSP responders SHALL use their PKC only to generate OCSP responses for WiMAX Devices 416 

and/or Servers. 417 

1.5 Policy Administration  418 

The WiMAX  Forum is responsible for all aspects of this CP and approval of all Server PKI related agreements.  One 419 

important aspect of this policy administration will be the identification of Device Root CAs. 420 

All communications regarding this CP should be directed to: 421 

WiMAX Forum 422 

2495 Leghorn Street 423 

Mountain View, CA 94043 424 
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1.6 Definitions and Acronyms  425 

ABADSG American Bar Association Digital Signature Guidelines 426 

CA  Certification Authority 427 

CP  Certificate Policy 428 

CPS  Certification Practice Statement 429 

CRL  Certificate Revocation List 430 

DN  Distinguished Name 431 

EAP  Extensible Authentication Protocol 432 

EAP-TLS Extensible Authentication Protocol - Transport Layer Security 433 

I&A   Identification and Authentication 434 

IETF  Internet Engineering Task Force 435 

OCSP  Online Certificate Status Protocol 436 

OID  Object Identifier 437 

PA  Policy Authority 438 

PKC  Public Key Certificate 439 

PKI  Public Key Infrastructure 440 

RP  Relying Party 441 

RA  Registration Authority 442 

SCVP  Server-based Certificate Verification Protocol 443 

SP  Service Party 444 

TLS  Transport Layer Security 445 

 446 

Archive Long-term, physically separate storage. 

Administrator A trusted role that installs, configures, and maintains the CA. 

Audit Independent review and examination of records and activities to assess the 

adequacy of system controls, to ensure compliance with established policies and 

operational procedures, and to recommend necessary changes in controls, policies, 

or procedures. 

Auditor A trusted role that performs the Audit. 

Audit Data Chronological record of system activities to enable the reconstruction and 

examination of the sequence of events and changes in an event. 

Backup Copy of files and programs made to facilitate recovery if necessary. 

Certification Authority (CA) The CA is responsible for all aspects of the issuance and management of a PKC 

including: registration, identification and authentication, issuance, and ensuring 

that all aspects of the CA services and CA operations and infrastructure related to 

PKCs issued under the WiMAX CP are performed in accordance with the 

requirements, representations, and warranties of their WiMAX CPS. 

Certificate (or Public Key 

Certificate) 

A digital representation of information which at least (1) identifies the certification 

authority issuing it, (2) names or identifies its Certificate Subject, (3) contains the 

Certificate Subject's public key, (4) identifies its operational period, and (5) is 

digitally signed by the certification authority issuing it [ABADSG]. 

Cryptographic Module The set of hardware, software, firmware, or some combination thereof that 

implements cryptographic logic or processes, including cryptographic algorithms, 

and is contained within the cryptographic boundary of the module [FIPS140]. 

Device An entity that uses EAP with a Server for authentication prior to gaining network 

access. 
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Extensible Authentication 

Protocol - Transport Layer 

Security 

The Extensible Authentication Protocol (EAP) provides a standard mechanism for 

support of multiple authentication methods.  The use of EAP allows support for a 

number of authentication schemes.  The WiMAX Forum plans to use EAP-TLS, 

EAP-TTLS and IEEE 802.16, as specified in [NWG Rel 1.0 Stage 3 

Specification]. 

PKC holder An entity that is control of the private key associated with a PKC. 

National Archive and Records 

Administration (NARA) 

US Federal Agency responsible for identifying federal records management and 

retention policies. 

Server An entity that uses EAP to grant a Device network access. 
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2.  Publication and Repository Responsibilities  447 

This chapter specifies requirements for publication of PKCs and CRLs in a repository. 448 

2.1 Repositories  449 

Server accessible repositories MUST be maintained.  Device CA and Device Sub-CA PKCs and their revocation 450 

information are published in this repository. 451 

2.2 Publication  of Certification Information  452 

Device CA and Device Sub-CA PKCs MUST be published in the repository. No stipulation for Device PKCs. 453 

Revocation information SHALL be published in a Certificate Revocation List (CRL) and SHALL also be available 454 

via the Online-Certificate Status Protocol (OCSP).
1
  It MAY  also be available via the Server-based Certificate 455 

Verification Protocol (SCVP).
2
 456 

2.3 Time or Frequency of Publication  457 

CAs SHALL promptly publish Device CA and Device Sub-CA PKCs after they are generated. No stipulation for 458 

Device PKCs. 459 

CAs SHALL promptly publish CRLs after they are generated. In the absence of a revocation event, update CRLs 460 

SHALL be published at least quarterly by Device Root CAs and Manufacturer CAs and at least monthly by Device 461 

Sub-CAs. 462 

2.4 Access Controls on Repositories  463 

No stipulation. 464 

                                                           

1
 Profiles for WiMAX Forum CRLs and OCSP requests and responses are in section 7. 

2
 Profiles for WiMAX Forum SCVP requests and responses are in section 7. 




