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1. Introduction and Scope

The purpose of this document is to specify the format of the X.509 Device and Certificate Authority (CA)
certificates used by WiMAX.

1.1 Terminology

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD", "SHOULD
NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this document are to be interpreted as described below,
taken from IETF RFC 2119.

Note that the force of these words is modified by the requirement level of the document in which they are used.

e MUST: This word, or the terms "REQUIRED" or "SHALL", mean that the definition is an absolute
requirement of the specification.

e MUST NOT: This phrase, or the phrase "SHALL NOT", mean that the definition is an absolute prohibition
of the specification.

e SHOULD: This word, or the adjective "RECOMMENDED", mean that there may exist valid reasons in
particular circumstances to ignore a particular item, but the full implications must be understood and
carefully weighed before choosing a different course.

e SHOULD NOT: This phrase, or the phrase "NOT RECOMMENDED" mean that there may exist valid
reasons in particular circumstances when the particular behavior is acceptable or even useful, but the full
implications should be understood and the case carefully weighed before implementing any behavior
described with this label.
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3. Abbreviations and Definitions

AlA
CA
CRL
DoS
DN
FIPS
NIST
OID
RDN
RFC
SIA
SKU
SS
URI
URL

WiMAX FORUM PROPRIETARY AND CONFIDENTIAL i SUBJECT TO CHANGE WITHOUT NOTICE

Authority Information Access
Cartification Authority

Certificate Revocation List
Denial-of-service

Distinguished Name

Federal Information Processing Standards
National Institute of Standards and Technology
Object Identifier

Relative Distinguished Name

Request for Comments

Subject Information Access

Stock Keeping Unit

Subscriber Station

Uniform Resource Identifier

Uniform Resource Locator
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4. Assumptions

Each SS need not attain WIMAX Foru m Certi fi edE status. Such status
information for the particular model number. For the purposes of this document and Release 1.0 network
specification, this issue is not particularly relevant. It is assumed that determination of such status and consequent
actions are outside the scope of the Release 1.0 Stage 2/3 specification.
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5. Certificates

This section describes the fields of certificates in the WiMAX device certificate chain.

The WIMAX certificate hierarchy assumes a two or three level tree that is rooted in the WiMAX Root CA, with
subordinate CA for each of the device manufacturers and, optionally, one more lower subordinate CA for each
manufacturing site that may perform local issuance of certificates at the time of manufacture.

Device Certificates and server certificates SHALL be issued by separate CAs and SHALL terminate at separate trust
anchor public keys.

Device Certificate Chain

I . .
Device Root Manufacturer Device

CA Certificate CA Certificate Certificate
=
N — . —
< - Issue - ssue —
® O — > —
= - - -
o > - - -
c o
[
-«
Device Root Manufacturer Device Sub- Device
CA Certificate CA Certificate CA Certificate Certificate
Issue Issue Issue

Length 4 Chain
3 Level CA Tree
Y

Figure 5-17 Length 3 and 4 Device Certificate Chains for 2 and 3 level CA trees

WIMAX certificates SHALL be constructed in accordance with IETF RFC 3280bis [RFC3280bis] and the type
definitions and default values provided in [RFC3280bis] are implicitly incorporated here except where explicitly
overridden in this clause.

All of the following certificates have the following common attributes:
e All certificates SHALL be version 3 X.509 certificates.
e The Certificate signature algorithm SHALL be SHA-256 with RSA encryption as defined in RFC 3447.

e All certified RSA public keys (including those of Root CAs, Manufacturer CAs, Sub CAs and devices)
SHALL have RSA public key exponent e = 65537.

o This allows for significant computational savings both on the MS and HAAA. Additionally, this
mitigates variants of DoS attack targeting CPU capacity of HAAA. The use of e = 65537 is
recommended by NIST draft FIPS PUB 186-3 (March 2006).

e To reduce over the air transmission costs and fragmentation, AlA (Authority Information Access) section
4.2.2.1 of RFC 3280bis and SIA (Subject Information Access) 4.2.2.2 MAY be employed in non root
certificates. AIA and SIA both SHALL use the id-ad-calssuers access method as specified in RFC3280bis.
The implication is that WiMAX forum will have to make the WiMAX CA certificate available at a well
known URI. Root Certificates SHALL NOT use AIA or SIA.
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5.1 WiMAX Device Root CA Certificate Profile
The WiMAX Device Root CA Certificate format is defined in RFC3280bis, with additional requirements described

in5.1.1 and 5.4.

5.1.1 WiMAX Device Root CA Certificate Field Requirements
A WIMAX root CA certificate SHALL include the fields in Table 5-1.

Table 5-17 Fields Required in WiMAX Device Root Certificates

Field Name RFC3280bis type Value Reference
TBSCertificatg SEQUENCE Certificate contents N/A
version INTEGER v3 54.1
serialNumber INTEGER Unigque positive irgger 5.4.2
signature Algorithmldentifier See5.4.3 5.4.3
issuer Name Name of issuing CA 5.1.1.2
validity { SEQUENCE notBeforeandnotAfter

notBefore Time Date on which the certificate validity period 5.4.5
begins
notAfter Time Date on which the certificate validity period 51.1.1
ends.
}
subject Name Name of Issuing CA 5.1.1.2
subjectPublicKeyInfo | SubjectPublicKeyinfo | The 1024 or 2048 bit credential public key and| 5.4.6
algorithm identifier
extensions Extensions See5.1.1.3 5.1.1.3
}
signatureAlgorithm Algorithmldentifier Seeb.4.7 5.4.7
signatureValue BIT STRING Certificate Signature 5.4.8

Except where otherwise noted in Table 5-2, the Extensions field SHALL contain the extensions shown in Table 5-2.

Table 5-2 7 Extensions Required in WiIMAX Root CA Certificates

Extension Name Critical | Contents Reference
authorityKeyldetifier N Keyldentifier 5.4.9
Equal to the issuer 95

This extension MAY be omitted in self signed root

certificates, as per 4.2.1.1 of RFC3280bis.
keyUsage Y 060x (bits 5 & 6- keyCert$gn & cRLSign) 5.1.1.3.1
subjectKeyldentifier N subjectKeyldentifieSHALL be generated using RFC 5.1.1.3.2

3280bis 4.2.1.2 methodilthe 160 bit SHAL hash of

the issuerés public key.
basicConstraints Y cA=true 5.1.1.3.3

A WiIMAX device certificate SHALL NOT include any additional critical extensions.
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51.1.1 notAfter
The difference between the notBeforeand notAfterfields determines the lifetime of the certificate.

5.1.1.2 issuer and subject Names

subjectcontains a valid DN, conformant with RFC3280bis, identifying the device root CA. The subject DN and
issuer DN are identical for a self-signed root certificate.

5.1.1.3 extensions

The extensdns field in WiMAX certificates contains a number of required and optional extension fields described
below.

5.1.1.3.1 keyUsage
The keyUsagextension field SHALL be present.

The keyUsagextension field SHALL have bits set for 5 and 6 set for keyCertSign and cRLSign.
The keyUsagextension field SHALL be critical.

5.1.1.3.2 subjectKeyldentifier

subjectKeyldentifieBHALL be present.

subjectKeyldentifieSHALL be generated using RFC 3280bis 4.2.1.2 method 1 i the 160 bit SHA-1 hash of the
i ssuerds public key.

5.1.1.3.3 basicConstraints

The basicConstraintgxtension field SHALL be present.
The basicConstraintgxtension SHALL be marked critical.
The cA bit SHALL be true.

Page - 12
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5.2 WiMAX Device Manufacturer CA and Device Sub-CA Certificate Profile

The WiIMAX Subordinate CA Certificate format is defined in RFC3280bis, with additional requirements described
in 5.2.1 and 5.4. It covers both Device Manufacturer CA certificates and Device Manufacturer Sub-CA certificates.

5.2.1 WiMAX Device Manufacturer CA and Sub-CA Certificate Field Requirements
A WIMAX subordinate CA certificate SHALL include the fields in Table 5-3.

Table 5-371 Fields Required in WiMAX Device Manufacturer CA and Sub-CA Certificates

Field Name RFC3280bis type Value Reference
TBSCertificatq SEQUENCE Certificate contents N/A
version INTEGER v3 54.1
serialNumber INTEGER Unigue positive integer 5.4.2
signature Algorithmldentifier Seeb.4.3 5.4.3
issuer Name Name of issuing CA 5.4.4
validity { SEQUENCE notBefore and notAfter

notBefore Time Date on which the certificate validity period 545
begins
notAfter Time Date on which the certificate validity period 5.2.1.1
ends.
}
subject Name Name of the Subject CA 5.2.1.2
subjectPublicKeylInfo | SubjectPublicKeyinfo | The 1024 or 2048 bit credential public key and| 5.4.6
algorithm identifier
extensions Extensions Seeb.2.1.3 5.2.1.3
}
signatureAlgorithm Algorithmldentifier Seeb.4.7 5.4.7
signatureValue BIT STRING Certificate Signature 5.4.8

Except where otherwise noted in Table 5-4, the Extensions field SHALL contain the extensions shown in Table 5-4.

Table 5-4 7 Extensions Required in WiMAX Subordinate and Lower Subordinate CA Certificate

Extension Name Critical | Contents Reference
authorityKeyldentifier N Keyldentifier 5.4.9
Equal to the issuer 65
keyUsage Y 060x (bits 5 & 6 keyCertSign & cRLSign) 5.2.1.3.1
cRLDistributionPoints N <URL to manufacturero6s C|52132
This field is mandatory for manufacturer CA, for Devic
SubCA it is optional
subjectKeyldentifier N subjectKeyldentifieBHALL be generated by using RFQ 5.2.1.3.3
3280bis 4.2.1.2 method ilthe 160 bit SHAL hash of
the issuerf6s public key.
basicConstraints Y cA=true, pathLenConstraint = 0 or 1. 5.2.1.3.4
AuthoritylnfoAccessSyntax | N See5.4.10 5.4.10
certificatePolicies N CertPolicyld 5.2.1.3.5

A WIMAX device certificate SHALL NOT include any additional critical extensions.
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52.1.1 notAfter

The difference between the notBeforeand notAfterfields determines the lifetime of the certificate. The notBefore
and notAfterfields SHALL comply with the bounds required by RFC3280bis.

5.2.1.2 subjectName
subje¢tNameSHALL contain a valid DN, conformant with RFC3280bis, identifying the CA.

5.2.1.3 extensions

The extensios field in WiMAX certificates contains a number of required and optional extension fields described
below.

5.2.1.3.1 keyUsage

The keyUsageextension SHALL be present and it SHALL be marked as critical. The keyUsageextension field
SHALL have bits set for only keyCertSign and cRLSign.

5.2.1.3.2 cRLDistributionPoints

A Manufacturer CA certificate SHALL have this field. This implies that manufacturers SHALL take measures to
ensure a CRL is maintained for the top of their certificate domain.

This field MAY be present in a Device Sub-CA certificate. When this field is present, manufacturers SHALL take
measures to ensure CRLs are maintained for the per site certificate domains controlled by the manufacturer.

5.2.1.3.3 subjectKeyldentifier

The subjectKeyldentifierextension SHALL be present. It SHALL be generated by using RFC 3280bis 4.2.1.2
method 17 the 160 bitSHA-1 hash of the issuerdés public key.

5.2.1.3.4 basicConstraints

The basicConstraintgxtension SHALL be present.

The basicConstraintextension SHALL be marked critical.
The cA bit SHALL be true

Where there are no lower level subordinate CAs and this certificate is used to directly sign device certificates, the
pathLenConstraint SHALL be 0.

Where this certificate is used to sign Device sub-CA certificates, the pathLenConstraint SHALL be 1.

5.2.1.3.5 certificatePolicies

The certificatePoliciesextension SHALL be present and SHALL be defined is accordance with the framework in
RFC3547 [RFC3547].

The certficatePolides extension SHALL NOT be critical.

Page - 14
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5.3 WIiMAX Device Certificate Profile
The WIMAX SS Device Certificate format is defined in RFC3280bis and RFC4043, with additional requirements
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described in 5.3.1 and 5.4.

5.3.1 Wimax Device Chain SS Device Certificate Field Requirements
A WIMAX SS device certificate SHALL include the fields in Table 5-5.

Table 5-57 Fields Required in WiMAX Device Certificate

Field Name RFC3280bis type Value Reference
TBSCertificatq SEQUENCE Certificate contents N/A
version INTEGER v3 54.1
serialNumber INTEGER positive intger 5.4.2
sighature Algorithmldentifier See5.4.3 5.4.3
issuer Name Name of issuing CA 5.4.4
Validity { SEQUENCE notBeforeandnotAfter N/A

notBefore Time Date on which the certificate validity period 545
begins
notAfter Time Date on which the certificate validity period 5.3.1.1

ends.

}

subject Name Name of the device 5.3.1.2

subjectPublicKeyInfo | SubjectPublicKeyinfo | The 1024 or 2048 bit credential public key and| 5.4.6
algorithm idetifier

extensions Extensions See5.3.1.3 5.3.1.3

}

signatureAlgorithm Algorithmldentifier Seeb.4.7 5.4.7

signatureValue BIT STRING Certificate Signature 5.4.8

The Extensions field SHALL contain the extensions shown in Table 5-6.

Table 5-6 i Extensions Required in WiMAX SS Device Certificate
Extension Name Critical | Contents Reference
keyUsage N 0x005 (bits 0&2 set digitalSignature & 5.3.1.3.1
keyEncipherment)
authorityKeyldentifier N Keyldentifier 5.4.9
Equal to the issuero6s sul
certificatePolicies N CertPolicyld 5.3.1.3.2
The Extensions field MAY contain the extensions shown in Table 5-7.
Table 5-7 17 Optional extensions Permitted in WiMAX SS Device Certificates
Extension Nara Critical | Contents Reference
authoritylnfoAccessSyntax| N See5.4.10 5.4.10
Page - 15
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53.1.1 notAfter

The difference between the notBeforeand notAfterfields determines the lifetime of the certificate. The notBefore
and notAfterfields SHALL comply with the bounds required by RFC3280bis.

5.3.1.2 subject

subject contains a valid DN as required by RFC2380. Standard RDN fields are permitted as per RFC3280bis.
Additional requirements are given in 5.3.1.2.1 through 5.3.1.2.2.

5.3.1.2.1 MAC Address and Model

The MAC address and model SHALL be specified with the X520CommonName RDN and it SHALL use either the
printableString or utf8 string choice. The first 13 bytes of the value SHALL contain the MAC address as a sequence
of 12 printable ascii characters followed by a space. The remaining characters of the value will represent the
WiIMAX Modem Model. The MAC address characters SHALL appear in the order they would appear in the IEEE
802-2001 compliant dashed form of the written MAC address™.

E.G. n006 ABADAS WARB be interpreted as a ABCDMAMI mddamMWAICt

address that would be written 00-60-21-A5-0A-23.

5.3.1.2.2 Manufacturer

The manufacturer SHALL be specified with the X5200rganizationName RDN and it SHALL use use either the
printableString or utf8 string choice. The value SHALL contain the name of the manufacturer of the WiMAX
modem model.

5.3.1.3 extensions

The extensios field in WiMAX certificates contains a number of required and optional extension fields described
below.

A WIMAX device certificate SHALL NOT include any additional critical extensions.

5.3.1.3.1 keyUsage

The keyUsageextension SHALL be present. The keyUsageextension field SHALL have bits 0 and 2 set for
digitalSignature and keyEncipherment.

The keyUsagextension SHALL NOT be critical.

5.3.1.3.2 certificatePolicies

The certificatePoliciesextension SHALL be present and SHALL defined is accordance with the framework in
RFC3547.

The certificatePolides extension SHALL NOT be critical.

! The MAC address octet separator often is a colon. This is an error. IEEE 802-2001 specifies that the colon separator indicates a
reverse order representation. The dashes matter.
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5.4 Field Requirements Common to all WiMAX Certificates

This section describes the fields common to all the WiMAX certificate formats.

5.4.1 Version
WiMAX Certificates SHALL be version 3.

5.4.2 serialNumber
The certificate serial number SHALL be a string of up to 20 octets representing a non-negative integer.

RFC3280bis requirements mean that serialNumber SHALL be unique in the scope of WiMAX certificates signed by
the CA.

5.4.3 Signature

RFC3280bis states that the signature field contains the algorithm identifier for the algorithm used by the CA to sign
the certificate.

The WiIMAX certificate SHALL be signed by the CA using the SHA-256 algorithm with RSA indicated with the
OID sha256WithRSAEnNcryption as defined in RFC 3447.

5.4.4 issuer
The issuerfield SHALL be the name of the issuer CA as required by and formatted as defined by RFC3280bis.

5.4.5 notBefore
notBeforeis defined as per RFC3280bis

5.4.6 subjectPublicKeyInfo

The subjectPublicKegubfield type SHALL be RSAPublicKey and the value SHALL be the 1024 or 2048 bit RSA
public key. For devices that will not be in use past the year 2010, the RSA key length (of device and each of CAs in
its chain) SHALL be 1024 bits or 2048 bits. For other devices, the RSA key length of Device and each of CAs in its
chain SHALL be at least 2048 bits.

5.4.7 signatureAlgorithm
The signature algorithm field SHALL be identical to the signature field described in 5.4.3.

5.4.8 signatureValue

In accordance with NIST SP800-57-Part1, for devices that will not be in use past the year 2010, signatureValudield
(of device and each of CAs in its chain) SHALL be 1024 bits or 2048 bits. For other devices, this field (of device
and each of CAs in its chain) SHALL be at least 2048 bits..

5.4.9 authorityKeyldentifier Extension
authorityKeyldentifiee x t ensi on fi el d is identical to the subjectKe

5.4.10 AuthorityInfoAccessSyntax Extension
The AuthoritylnfoAccessSyntaxtension field MAY be present.

5.4.11 SubjectinfoAccessSyntax Extension
The subjectinfoAccessSyntextension field MAY be present.
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