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1. Introduction and Scope

The purposeof this document is to specify the format of the X.509 Server Root Certificate Authority (CA) and
Server CA certificates used by WiMAX.

1.1 Terminology

The key words "MUST", "MUST NOT", "REQUIRED"'SHALL", "SHALL NOT", "SHOULD", "SHOULD
NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this document are to be interpreted as described below,
taken from IETF RFC 2119.

Note that the force of these words is modified by the requirement level of the déd¢nmwich they are used.

e MUST: This word, or the terms "REQUIRED" or "SHALL", mean that the definition is an absolute
requirement of the specification.

e MUST NOT: This phrase, or the phrase "SHALL NOT", mean that the definition is an absolute prohibition
of the specification.

e SHOULD: This word, or the adjective "RECOMMENDED", mean that there may exist valid reasons in
particular circumstances to ignore a particular item, but the full implications must be understood and
carefully weighed before choosingléferent course.

e SHOULD NOT: This phrase, or the phrase "NOT RECOMMENDED" mean that there may exist valid
reasons in particular circumstances when the particular behavior is acceptable or even useful, but the full
implications should be understood ahé case carefully weighed before implementing any behavior
described with this label.
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3. Abbreviations and Definitions

AlA
BS

CA

DN
HAAA
MS
NAI
NSP ID
NWG
RDN
SIA
SPWG
SS

WIMAX FORUM PROPRIETARY AND CONFIDENTIALi SUBJECT TO CHANGE WITHOUT NOTICE

Authority Information Access
Base Station

Certificate Authority
Distinguished Name

Home AAA Server

Mobile Station

Network Access Identifier
Network Service Provider ID
Network Working Group
Relative Distinguished Name
Subject Information Access
Service Provider Working Group

Subscriber Station
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4. Certificates

This section describes the fields of certificates in the WiMAX server certificate chain.

The WIMAX Server certificate hierarchy assumes a twthreelevel tree that is rooted in the WiMAX Server Root
CA, with Server CA and, optionallyServer SulCA as i subordinates at lower levels.

Device Certificates (see WiMAX Device Certificate Profiles) and server certificates SHALL be issued by separate
CAs and SHALL terminate at separate trust anchor public keys.

Server Certificate Chain

! Server Root Server Server
__ CA Certificate CA Certificate Certificate

Issue > Issue

A
111}

Length 3 Chain
2 Level CA Tree
1

Server Root Server ServerlS‘_,ut} Server
__ CA Certificate CA Certificate CA Certificate Certificate

Issue Issue Issue

oy

y
1]

Length 4 Chain
3 Level CA Tree
1

Figure 4-1 Length 3 and 4 Device Certificate Chains for 2 and 3 level CA trees

WiMAX server certificates SHALL be constructed in accordance with IETF RFC 32@)lziad the type
definitions and defult values provided itETF RFC 3280bi$6] are implicitly incorporated here except where
explicitly overridden in this clause.

All of the following certificates have the following common attributes:

e All certificates SHALL beversion 3 X.509 certificates.

e The Certificate signature algorithm SHALL be eitlS#1A256 with RSA encryptioss defined in RFC
4055 [7] orSHA1 with RSA encryptioas defined in RFC 32789].

e All certified RSA public keys (irluding those oBerverRootCAs, ServelCAs, Server SWCAs and
Servej SHALL have RSApublic key exponent e = 65537.

o This allows for significant computationsavings both on theSSand HAAA. Additionally, this
mitigates variants of DoS attack targeti@PU capacity of HAAA. The use of e = 65537 is
recommended by NIST draft FIPS PUB iB¢March 2006).

e To reduce over the air transmission costs and fragmentation, AlA (Authority Information Access) section
4.2.2.1 of RFC 3280bis and SIA (Subject InforimatAccess) 4.2.2.2 MAY be employed in non root
certificates. AIA and SIA both SHALL use the-adtcalssuers access method as specified in RFC3280bis.
The implication is that WiMAX forum will have to make the WiMAX CA certificate available at a well
knownURI. Server Root certificates SHALL NOT use AlA or SIA.
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4.1 WIMAX Server Root CA Certificate Profile

The WIMAX Server Root CA certificate format is defined in RFC3280bis, with additional requirements described

in4.1.1

4.1.1 WIiMAX Server Root CA Certificate Field Requirements

[Formatted: Font: Arial, Not Bold

Field Name RFC3280bis type Value Reference [F‘"ma“e": Font: Arial, Not Bold
TBSCertificate { SEQUENCE Certificate contents N/A
version INTEGER v3 4.4.1
serialNumber INTEGER Unique positive integer 4.4.2
signature AlgorithmIdentifier Seed.4.3 4.4.3
issuer Name Name of Issuing CA 4.1.1.2
validity { SEQUENCE notBefore and notAfter

notBefore Time Date on which the certificate validity period 445
begins
notAfter } Time Date on which the certifi¢a validity period 41.1.1
ends.
subject Name Name of Issuing CA 4.1.1.2
subjectPublicKeyInfo | SubjectPublicKeylnfo | The credential public key and algorithm 4.4.6
identifier
extensions } Extensions See Table 2 4.1.1.3
signatureAlgorithm AlgorithmIdentifier Seed.4.7 4.4.7
signatureValue BIT STRING Certificate Signature 4.4.8

Table 17 Fields Required in WiMAX Server Root CA Certificates

Except where otherwise noted in Table 1, the Extensions field SHALL contain the extensions shown in Table 2.

Extension Name Critical | Contents Reference
authorityKeyldentifier N Keyldentifier 4.4.9
Equal to the issuer6sg

This extension MAY be omitted in self signed root

certificates, as per 4.2.1.1 of RFC3280bis.
keyUsage Y 060x (bits 5 &6 - keyCertSign & cRLSign) 4.1.1.3.1
subjectKeyldentifier N subjectKeyldentifieSHALL be generated using RFC | 4.1.1.3.2

3280bis 4.2.1.2 methodilthe 160 bit SHAL hash of

the issuerdéds public key.
basicConstraints Y cA=true 4.1.1.3.3

Table 27 Extensions Required in WiMAX Server Root CA Certificates

A WIMAX server root certificate SHALL NOT include any additional critical extensions.

4.1.1.1 notAfter

The difference between tmetBeforeandnotAfterfields determines the lifetime of the certificate.
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4.1.1.2 issuer and subject Names

subjectcontains a valid DN, conformant with RFC3280bis, identifying the server root CA. The subject DN and
issuer DN are iddital for a selfsigned root certificate.

4.1.1.3 extensions

Theextensiondield in WiMAX certificates contain a number of required and optional extension fields described
below.

4.1.1.3.1 keyUsage

ThekeyUsageextension SHALL be present.
ThekeyUsageextension SHALL havéits set for 5 and 6 set for keyCertSign and cRLSign.
ThekeyUsagextension SHALL be critical.

4.1.1.3.2 subjectKeyldentifier

subjectKeyldentifieBHALL be present.
subjectKeyldentifieBHALL be generated using RFC 3280[fis clause 4£.1.2 method 1 the 160 bit SHAL hash
of the issuerds public key.

4.1.1.3.3 basicConstraints

ThebasicConstraintextension field SHALL be present.
ThebasicConstraintextension SHALL be marked critical.
ThecA bit SHALL be true.

Page- 11
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4.2 WIiMAX Server CA and Server Sub-CA Certificate Profile

The WIMAX ServerSubordinateCA certificate format is defined in RFC3280F8, with additional requirements

described imt.2.1 It covers both Server CA and Server ST

421

WiIMAX Server CA and Server Sub-CA Certificate Field Requirements

A WIMAX Server CA certificate SHALL include the fields ifable3Table3Table3.

Field Name RFC3280bis type Value Reference
TBSCertificate { SEQUENCE Certificate contents N/A
version INTEGER v3 4.4.1
serialNumber INTEGER Unigue positive integer 4.4.2
signature AlgorithmIdentifier See4.4.3 4.4.3
issuer Name Name oflssuing CA 4.4.4
validity { SEQUENCE notBefore and notAfter

notBefore Time Date on which the certificate validity period 4.4.5
begins
notAfter } Time Date on which the certifate validity period 4211
ends.
subject Name Name of Subject CA 4.2.1.2
subjectPublicKeyInfo | SubjectPublicKeylnfo | The credential public key and algorithm 4.4.6
identifier
extensions } Extensions SeeTable4Fable4Fable4 4.2.1.3
signatureAlgorithm AlgorithmIdentifier See4.4.7 4.4.7
signatureValue BIT STRING Certificate Signature 4.4.8

Table 3 - Fields Required in WiMAX Server CA and Server Sub-CA Certificates
Except where otherwiseotedin Table3Fable3Fable3, theExtersions fieldSHALL contain the extensiorshown

Formatted:

Font: (Intl) Times New Roman

Font: (Intl) Times New Roman

in Table4Fable4Tabled.
Extension Name Critical | Contents Reference
authorityKeyldentifier N Keyldentifier 4.4.9
Equal to the issuer 0§
keyUsage Y 060x (bits 5 & 6- keyCertSign & cRLSign) 4.2.1.3.1
cRLDistributionPoints N <URL to Server CA06s CRL>|42132
This field is mandatory for Server CA; for Server Sub
CA it is optional.
subjectKeyldentifier N subjectKeyldentifieSHALL be generated by using RFQ 4.2.1.3.3
3280bis 4.2.1.2 methodilthe 160 bit SHAL hash of
the issuerds public key.
basicConstraints Y cA=true, pathLenConstnai = Oor 1 42.1.3.4
AuthoritylInfoAccessSyntax| N See4.4.10 4.4.10

Table 4 - Extensions Required in WiMAX Server CA Certificate
A WIMAX Server CA certificate SHALL NOT include any additional critical extensions.
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4.2.1.1 notAfter

The difference between tmetBeforeandnotAfterfields determines the lifetime of the certificate. TiotBefore
andnotAfterfields SHALL comply with the bounds required BfFC3280bis.

4.2.1.2 subjectName
subjectNam&HALL contain a valid DN, conformant with RFC3280bis, identifying the Server CA.
4.2.1.3 extensions

Theextensiondield in WiIMAX certificates contain a number of required and optional extension fields described
below.

4.2.1.3.1 keyUsage

ThekeyUsageextension SHALL be present.
ThekeyUsagextension SHALL have bits set for 5 and 6 set for keyCertSign and cRLSign.
ThekeyUsagextension SHALL be critical.

4.2.1.3.2 cRLDistributionPoints
A Server CA certificate SHALL have this field. This impliesttB@rver CAs SHALL take measures to ensure a

CRL is maintained for the top of their certificate domain.

This field MAY be present in a Server SAA certificate. When this field is present, Server -8 operator
SHALL take measures to ensure CRLs are maaied for the certificate domains it controls.

4.2.1.3.3 subjectKeyldentifier

ThesubjectKeyldentifieextension SHALL be present. It SHALL be generated by using RFC 3280bis 4.2.1.2
method i the 160 bt SHAL hash of the issuerds public key.

4.2.1.3.4 basicConstraints

ThebasicConstraintextension SHALL be present.
ThebasicConstraintextension SHALL be marked critical.
ThecA bit SHALL be true

Where there are no lower level subordinate CAs and this certificate is used to directly sign server certificates, the
pathLenCostraintSHALL be 0.

Where this certificate is used to sign Server8ébcertificates, th@athLenConstraifBHALL be 1.
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4.3 WIiMAX Server Certificate Profile

The WIMAX Server certificate format is defined in RFC3280bis and RFC4043, with additional requsemen
described irt.3.1and4.4.

431

Wimax Server Certificate Field Requirements

A WIMAX Server certificate SHALL include théelds in Table5Fable5Table5.

Field Name RFC3280bis type Value Reference
TBSCertificate { SEQUENCE Certificate contents N/A
version INTEGER v3 4.4.1
serialNumber INTEGER positive integer 4.4.2
signature AlgorithmIdentifier Seed.4.3 4.4.3
issuer Name Name oflssuing CA 4.4.4
validity { SEQUENCE notBefore and notAfter N/A

notBefore Time Date on which the certificate validity period 445
begins
notAfter Time Date on which the certificate validity period 43.1.1
ends.
}
subject Name Name of the server 4.3.1.2

subjectPublicKeylinfo

SubjectPublicKeylIrd

The 1024 or 2048 bit credential public key and
algorithm identifier

4.4.6

extensions Extensions SeeTable6Fable6Fables 0
}
signatureAlgorithm AlgorithmIdentifier Seed.4.7 4.4.7
signatureValue BIT STRING Certificate Signature 4.4.8
Table 5 - Fields Required in WiMAX Server Certificate
The Extensions fiel@HALL contain the extensiorgshown inTable6Fable6Fables.
Extension Name Critical | Contents Reference
keyUsage N 0x005 (bits 0&2 seit digitalSignature & 4.3.1.3.1
keyEncipherment)
authorityKeyldentifier N Keyldentifier 4.4.9
Hash of the value of
string
extKeyUsage N serverAuth (1.3.6.1.5.5.7.3.1) and clientAuth
(1.3.6.1.5.5.7.3.1)
Table 6 - Extensions Required in WiMAX Server Certificates
The Extensions field MAY contain the extensish®wn inTable 7FableZFable?.
Extension Name Critical | Contents Reference
authoritylnfoAccessSyntax | N See4.4.10 4.4.10
Page 14
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Table 7 - Optional extensions Permitted in WiMAX Server Certificates
4.3.1.1 notAfter

The difference between tmetBeforeandnotAfterfields determines the lifetime of the certificate. TratBefore
andnotAfterfields SHALL comply with the bounds required by RFC3280bis.

4.3.1.2 subject

subjectcontains a valid DN as required by RFC2380. Standard RDN fields are permitted as per RFC3280bis.
Additional requirements are given4n3.1.2.1and4.3.1.2.2

4.3.1.2.1 Domain Name of Service Provider

Thedomain namef Service ProvideBHALL be specified with the X520CommonName RDN and it SHALL use
either the printableString or utf8ring choice.

The value SHALL contai the realm of th&ervice Providerequal to thelomainnamé r om t he oper ator 6s
4.3.1.2.2 Service Provider

TheService ProvideBHALL be specified with the X5200rganizationName RDN and it SHALL use the
printableString or utf8string choicelThe valueSHALL contain thehuman readableame of theService Provider

4.3.1.2.3 NSPID

The NSP ID SHALL be specified with the X5200rganizationName RDN and it SHALL use the printableString or
utf8string choice.lts valueSHALL contain the NSP ID of the service provider

4.3.1.3 Extensions

Theextensiosfield in WIMAX certificates MAY contain the following extension field described below.

A WIMAX server certificate SHALL NOT include any additional critical extensions.
4.3.1.3.1 keyUsage

ThekeyUsagextension SHALL be present. TheyUsageextengon SHALL have bits 0 and 2 set for
digitalSignatureandkeyEncipherment

ThekeyUsageextension SHALL NOT be critical.
4.3.1.3.2 extKeyUsage

TheextKeyUsgextension SHALL be present. ThetKeyUsag&HALL includeserverAuth(1.3.6.1.5.5.7.3.1)
andclientAuth (1.3.6.1.5.5.7.3.1)

TheextKeyUsagextension SHALL NOT be critical.
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4.4 Field Requirements Common to all WiMAX Certificates
This section describes the fields common to all the WiMAX certificate formats.
4.4.1 Version

WiIMAX Certificates SHALL be version 3.

442  serialNumber

The certificate serial number SHALL bestring of up to 20 octets represegta nornegative integer.

RFC3280bis requirements mean tbatialNumbelSHALL be unque in the scope of WiIMAX certificates signed by
the CA.

4.4.3  Signature

RFC3280bis states thatetlsignaturdield contains the algorithm identifier for the algorithm used by the CA to sign
the certificate.

The WiIMAX certificateSHALL be signed by the CA using either

a) The SHA256 algorithm with RSA indicated with the OEha256WithRSAEnNcryptioas defhed in RFC
4055 or

b) The SHA1L algorithm with RSA indicated with the OID shalWithRSAEncryptions as defined in RFC
3279.

444  issuer

Theissuerfield SHALL be the name of the issuer CA as required by and formatted as defined by RFC3280bis.
445 notBefore

notBefores defined as per RFC3280bis

4.4.6  subjectPublicKeyInfo

ThesubjectPublicKepubfield type SHALL be RSAPublicKey and the value SHALL be the 1024 or 2048 bit RSA
public key. Forservers that will not be in use past the year 2010, the RSA key leng#ryef and ach of CAs in

its chain)SHALL be 1024 bits or 2048 bits. For otlservers, the RSA key length sérver and each of CAs in its
chainSHALL be at least 2048 bits.

4.47  signatureAlgorithm

The signature algorithm field SHALL be identical to the signature fektribed it.4.3
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448 signatureValue

In accordance with NIST SP8@Y-Partl, forservers that will not be in use past the year 28idhatureValudield
(of Server and each of CAs in its chaBALL be 1024 bits or 2048 bitEor other Servershis field (of server
and each of CAs in its chgiBHALL be at least 2048 bits.

449 authorityKeyldentifier Extension
authorityKeyldentifiee x t ensi on fi el d is identical to the subjectKe
4.4.10 AuthoritylnfoAccessSyntax Extension

TheAuthoritylnfoAccessSyntaxtension field MAY be present.
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