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1. Introduction and Scope 
The purpose of this document is to specify the format of the Online Certificate Status Protocol (OCSP) requests and 
responses as well as the certificate profile for the OCSP responder. This request format shall be used by Devices and 
Server when requesting certificate status information from OCSP servers and. The response format shall be used by 
OCSP responders when responding to Device and Server OCSP requests. These profiles are required by RFC 5019 
[4], which in turn profiles RFC 2560 [1]. 

1.1 Terminology 

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD", "SHOULD 
NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this document are to be interpreted as described below, 
taken from IETF RFC 2119 [5]. 

Note that the force of these words is modified by the requirement level of the document in which they are used. 

• MUST: This word, or the terms "REQUIRED" or "SHALL", mean that the definition is an absolute 
requirement of the specification. 

• MUST NOT: This phrase, or the phrase "SHALL NOT", mean that the definition is an absolute prohibition 
of the specification. 

• SHOULD:  This word, or the adjective "RECOMMENDED", mean that there may exist valid reasons in 
particular circumstances to ignore a particular item, but the full implications must be understood and  
carefully weighed before choosing a different course. 

• SHOULD NOT:  This phrase, or the phrase "NOT RECOMMENDED" mean that there may exist valid 
reasons in particular circumstances when the particular behavior is acceptable or even useful, but the full   
implications should be understood and the case carefully weighed before implementing any behavior 
described with this label. 
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2. References 
[1] RFC 2560, X.509 Internet Public Key Infrastructure Online Certificate Status Protocol - OCSP. 

[2] RFC 5480, Internet X.509 Public Key Infrastructure, Certificate and Certificate Revocation List (CRL) Profile. 

[3] RFC 4055, Additional Algorithms and Identifiers for RSA Cryptography for use in the Internet X.509 Public 
Key Infrastructure Certificate and Certificate Revocation List (CRL) Profile. 

[4] RFC 5019, The Lightweight Online Certificate Status Protocol (OCSP) Profile for High-Volume Environments. 

[5] RFC 2119, Key words for use in RFCs to Indicate Requirement Levels 
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3. Abbreviations and Definitions 
CA Cartification Authority 

DN Distinguished Name 

NIST National Institute of Standards and Technology 

FIPS Federal Information Processing Standards 

RFC Request for Comments 

SS Subscriber Station 

CRL Certificate Revocation List 

SHA Secure Hash Algorithm 

OCSP Online Certificate Status Protocol 

OID Object Identifier 
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4. Assumptions 
Each SS need not attain WiMAX Forum Certified™ status. Such status can be determined by accessing public 
information for the particular model number. For the purposes of this document and Release 1.0 network 
specification, this issue is not particularly relevant. It is assumed that determination of such status and consequent 
actions are outside the scope of the Release 1.0 Stage 2/3 specification. 
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5. OCSP Responder Certificate Profile 
This section describes the fields of OCSP Responders certificate issued by WiMAX Device and Server CAs. 

The WiMAX certificate hierarchies assumes a two or three level tree that is rooted by two separate the WiMAX 
Root CAs: a Device Root CA and a Server Root CA. The PKIs have subordinate CAs, and allows one more lower 
layer Sub-CA. To support revocation status checking OCSP responders are supported. In the WiMAX Device PKI, 
Device Root CAs and Manufacturer CAs delegate the generation of OCSP responses to OCSP Respoders.  In the 
WiMAX Server PKI, Server Root CAs delegate the generation of OCSP responses to OCSP Respoders.  The CA 
that delegates signs the OCSP Responder’s certificate. 

OCSP responder certificates have the following common attributes: 

• All OCSP responder certificates SHALL be version 3 X.509 certificates. 

• OCSP responders that provide status information on certificate signed with SHA-256 with RSA encryption 
have certificates that are signed with SHA-256 with RSA encryption, as per RFC 4055 [3] (PKCS#1 v1.5). 
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5.1 WiMAX OCSP Responder Profile 
The WiMAX OCSP responder certificate format is defined in RFC 5480 [2], with additional requirements from RFC 
RFC 2560 [1] and from the text below. 

Table 5-1 – Fields Required in WiMAX OCSP Responders Certificate 

Field Name RFC5480 type Value Referenc
e 

TBSCertificate { SEQUENCE Certificate contents N/A 
version INTEGER v3 5.1.1.1 
serialNumber INTEGER Unique positive integer 5.1.1.2 
signature AlgorithmIdentifier Identifies thesignature algorithm used by the CA 5.1.1.3 
issuer Name Name of issuing CA 5.1.1.4 
validity { SEQUENCE notBefore and notAfter 5.1.1.5 
    notBefore Time Date on which the certificate validity period 

begins 
 

    notAfter Time Date on which the certificate validity period 
ends. 

 

 

    }    
subject Name Name of OCSP Responder 5.1.1.6 
subjectPublicKeyInfo SubjectPublicKeyInfo The 1024 or 2048 bit credential public key and 

algorithm identifier 
5.1.1.7 

extensions Extensions See Table 5-2. 5.1.1.8 
}    
signatureAlgorithm AlgorithmIdentifier See 5.1.1.9. 5.1.1.9 
signatureValue BIT STRING Certificate Signature 5.1.1.10 
 

Except where otherwise noted in Table 5-2, the Extensions field SHALL contain the extensions shown in Table 5-2. 

Table 5-2 – Extensions Required in WiMAX  OCSP Responders Certificate 

Extension Name Critical Contents Reference 
authorityKeyIdentifier N KeyIdentifier 

Equal to the issuer’s subjectKeyIdentifier field 

5.1.1.8.1 

keyUsage N 0x005 (bits 0 set – digitalSignature) 5.1.1.8.2 
subjectKeyIdentifier N subjectKeyIdentifier SHALL be generated using RFC 

5480 [2] 4.2.1.2 method 1 – the 160 bit SHA-1 hash of 
the issuer’s public key. 

5.1.1.8.3 

extendedKeyUsage N id-kp-ocspSigning { 1.3.6.1.5.5.7.3.9 } 5.1.1.8.4 
certificatePolicies N CertPolicyId 5.1.1.8.5 
crlDistributionPoints N Only distributionPoint with fullName choice.  Contains 

HTTP pointer to location of CRL. 
5.1.1.8.6 

 

A WiMAX OCSP responder certificate SHALL NOT include any additional critical extensions.1 

                                                             
1 Other non-critical extensions MAY also be present. 
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5.1.1.1 version 
WiMAX Certificates SHALL be version 3. 

5.1.1.2 serialNumber 
The certificate serial number SHALL be a string of up to 20 octets representing a non-negative integer. 

RFC 5480 [2] requirements mean that serialNumber shall be unique in the scope of WiMAX certificates signed by 
the CA. 

5.1.1.3 signature 
RFC 5480 [2] states that the signature field contains the algorithm identifier for the algorithm used by the CA to sign 
the certificate. 

The WiMAX OCSP responder certificates shall be signed by the CA using SHA-256 algorithm with RSA indicated 
with the OID sha256WithRSAEncryption as defined in RFC 4055 [3] (PKCS#1 v1.5) 

5.1.1.4 Issuer 
The issuer field shall be the name of the issuer CA as required by and formatted as defined by RFC 5480 [2]. 

5.1.1.5 notBefore and notAfter 
The difference between the notBefore and notAfter fields determines the lifetime of the certificate. 

5.1.1.6 subject 
subject contains a valid DN, conformant with RFC 5480 [2], identifying the OCSP responder. 

5.1.1.7 subjectPublicKeyInfo 
The subjectPublicKey subfield type SHALL be RSAPublicKey and the value SHALL be the 2048 bit RSA public 
key. 

5.1.1.8 extensions 
The extensions field in WiMAX certificates contains a number of required and optional extension fields described 
below. 

5.1.1.8.1 authorityKeyIdentifier 
authorityKeyIdentifier extension field is identical to the subjectKeyIdentifier value from the issuers’s CA certificate. 

5.1.1.8.2 keyUsage 
The keyUsage extension SHALL be present. The keyUsage extension field SHALL have bits 0 set for 
digitalSignature. 

The keyUsage extension SHALL NOT be critical. 

5.1.1.8.3 subjectKeyIdentifier 
subjectKeyIdentifier SHALL be present. 

subjectKeyIdentifier SHALL be generated using RFC 5480 [2] 4.2.1.2 method 1 – the 160 bit SHA-1 hash of the 
issuer’s public key. 

5.1.1.8.4 extendedKeyUsage 
The extendedKeyUsage extension SHALL be present.  The extendedKeyUsage extension field SHALL indicate  
id-kp-ocspSigning { 1.3.6.1.5.5.7.3.9 }. 

The keyUsage extension SHALL NOT be critical. 
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5.1.1.8.5 certificatePolicies 
The certificatePolicies extension SHALL be present.  It MUST include either the Device CP or the Server CP object 
identifiers. 

The certificatePolicies extension SHALL NOT be critical. 

5.1.1.8.6 crlDistributionPoints 
The crlDistributionPoint extension SHALL be present. It MUST include only the distributionPoint using the 
fullName CHOICE populated with an HTTP pointer to the location of the CRL published by the OCSP responder’s 
CA. 

The crlDistributionPoint extension SHALL NOT be critical. 

5.1.1.9 signatureAlgorithm 
The signature algorithm field SHALL be identical to the signature field described in 5.1.1.3. 

5.1.1.10 signatureValue  
The RSA key length shall be at least 2048 bits. 
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6. Online Certificate Status Protocol Profile 
This section describes the fields of OCSP requests and responses. 

6.1 WiMAX OCSP Request 
The WiMAX OCSP request format is defined in RFC 5019 [4], with additional requirements described below. 

6.1.1 WiMAX OCSP Request Field Requirements 
A WiMAX OCSP requests SHALL include the fields in Table 6-1. 

Table 6-1 – Fields Required in WiMAX OCSP Request 

Field Name RFC2560 type Value Reference 
tbsRequest { SEQUENCE OCSP request N/A 
version INTEGER v1 6.1.1.1 
requestorName GeneralName Name of signer 6.1.1.2 
requestList { SEQUENCE OF MUST include only one entry 6.1.1.3 
  reqCert { SEQUENCE  6.1.1.1.3.1 
    hashAlgorithm AlgorithmIdentifier Identifies hash algorithm. 6.1.1.1.3.1.1 
   issuerNameHash OCTET STRING Hash of issuer’s name. 6.1.1.1.3.1.2 
   issuerKeyHash OCTET STRING Hash of issuer’s key. 6.1.1.1.3.1.3 
    serialNumber } INTEGER Certificates’s serial number for which 

status information is requested. 
6.1.1.1.3.1.4 

  singRequestExtensions}  MUST NOT be present 6.1.1.1.3.2 
requestExntesion }  SHOULD NOT be present N/A 
optionalSignature{  OPTIONAL 6.1.1.4 
  signatureAlgorithm AlgorithmIdentifier Identifies signature algorithms. 6.1.1.4.1 
  signature BIT STRING Signature value 6.1.1.4.2 
  certs SEQUENCE OF 

Certificates 
Certificate necessary to verify digital 
signature. 

6.1.1.4.3 

 

A WiMAX OCSP response SHALL NOT include any critical extensions. 

6.1.1.1 version 
WiMAX OCSP requests SHALL be version 1. 

6.1.1.2 requestorName 
The requestorName field contains name of the entity that signs the OCSP request. 

This field MUST be present if the OCSP request is signed. It must include the subject name from the signing 
certificate. 

This field SHOULD NOT be included if the OCSP request is not signed. 

6.1.1.3 requestList 
The requestList field includes the certificates for which the OCSP requestor wants certificate status information. 
There MUST be only one entry in the SEQUENCE OF. 

6.1.1.3.1 reqCert 
The reqCert field includes information necessary to identify the certificate for which the OCSP requestor wants 
status information. It has four fields: hashAlgorithm, issuerNameHash, issuerKeyHash, and serialNumber. 
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6.1.1.3.1.1 hashAlgorithm 

The hashAlgorithm field indicates the hash algorithm used to compute the issuerNameHash and issuerKeyHash 
values.  Both values MUST be computer using the SHA-1 algorithm. The object identifier for  
SHA-1 is ( 1 3 14 3 2 26 ). 

6.1.1.3.1.2 issuerNameHash 

The issuerNameHash field includes the hash of the certificate issuer’s name for which the OCSP requestor wants 
status information. The hash shall be calculated over the DER encoding of the issuer's name field in the certificate 
being checked. 

6.1.1.3.1.3 issuerKeyHash 

The issuerKeyHash field includes the hash of the certificate issuer’s key for which the OCSP requestor wants status 
information. It may be taken from the device or server certificate’s authority key identifier extension. 

6.1.1.3.1.4 serialNumber 

The serialNumber field includes the serial number of the certificate for which the requestor wants status 
information. The value is copied from the certificate’s serialNumber field. 

6.1.1.3.2 signRequestExtension 
This signRequestExtension field MUST NOT be present. 

6.1.1.4 optionalSignature 
WiMAX OCSP responses SHOULD NOT be signed. If they are signed, then the following fields are included: 
signatureAlgorithm, signature, and certs. 

6.1.1.4.1 signatureAlgorithm 
The signatureAlgorithm field indicates the algorithm used to generate the signature field. The signature algorithm 
MUST be sha256WithRSAEncryption as identified by ( 1 2 840 113549 1 1 11 ). 

6.1.1.4.2 signature 
The signature field includes the digital signature of the OCSP request. It is a BIT STRING. 

6.1.1.4.3 certs 
The certs field includes the certificate used to sign the OCSP request and any other certificates the OCSP signer 
think the OCSP responder might need to validate the certification path. 

If the optionalSignature field is included in a WIMAX OCSP request, then the signer’s certificate MUST be 
included in the certs field. 
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6.2 WiMAX OCSP Responses 
The WiMAX OCSP response format is defined in RFC 5019 [4], with additional requirements described below. 

Note that the current CRL issued by the CA is an authorative record . 

6.2.1 WiMAX OCSP Response Field Requirements 
A WiMAX OCSP response SHALL include the fields in Table 6-2 and Table 6-3. 

Table 6-2 – Fields Required in WiMAX OCSP Response 

Field Name RFC2560 type Value Reference 
responseStatus Enumerated  6.2.1.1 
responseBytes{ SEQUENCE  N/A 
  responseType OBJECT IDENTIFIER MUST be the BasicOCSPResponse 

id-pkix-ocsp-basic 
( 1 3 6 1 5 5 7 48 1 1 ) 

6.2.1.2 

  responseValue } OCTET STRING See Table 6-3 6.1.1.3 
 

Table 6-3 – Fields Required in responseValue 

Field Name RFC2560 type Value Reference 
tbsResponseData { SEQUENCE   
  version INTEGER v1 6.2.1.3.1 
  responderID CHOICE Hash of responder’s public key. 6.2.1.3.2 
  producedAt GeneralizedTime  6.2.1.3.3 
  responses { SEQUENCE OF SHOULD include only one entry. 6.2.1.3.4 
    certID {   6.2.1.3.4.1 
      hashAlgorithm AlgorithmIdentifier Identifies hash algorithm. 6.2.1.3.4.1.1 
     issuerNameHash OCTET STRING Hash of issuer’s name. 6.2.1.3.4.1.2 
     issuerKeyHash OCTET STRING Hash of issuer’s key. 6.2.1.3.4.1.3 
      serialNumber } INTEGER Certificates’s serial number for which 

status information is returned. 
6.2.1.3.4.1.4 

    certStatus  good, revoked, or unknown 6.2.1.3.4.2 
    thisUpdate GeneralizedTime Time when the status is known to be 

correct. 
6.2.1.3.4.3 

    nextUpdate GeneralizedTime Time at which or before new 
information will be available. 

6.2.1.3.4.4 

    singleExtensions }  SHOULD NOT be present 6.2.1.3.4.5 
  responseExtensions  SHOULD NOT be present 6.2.1.3.5 
signatureAlgorithm AlgorithmIdentifier Identifies signature algorithms. 6.2.1.3.6 
signature BIT STRING Signature value 6.2.1.3.7 
certs SEQUENCE OF 

Certificates 
Certificate necessary to verify digital 
signature. 

6.2.1.3.8 

 

A WiMAX OCSP response SHALL NOT include any critical extensions. 

6.2.1.1 responseStatus 
The responseStatus field indicates the stauts of the response. The values success, malformedRequest, internalError, 
tryLater, sigRequired, and unauthorizaed all must be supported.  
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6.2.1.2 responseBytes 
The responseBytes field includes the responses. Each response is identified by an object identifier in the 
responseType field, which MUST be the BasicOCSPResponse as identified by  
id-pkix-ocsp-basic ( 1 3 6 1 5 5 7 48 1 1 ). 

6.2.1.3 responseValue 
The requestorvalue field contains BasicOCSPResponse included in an OCTET STRING. 

6.2.1.3.1 version 
The version field identifies the version of the response. It MUST be version 1. 

6.2.1.3.2 responderID 
The responderID field identifies the OCSP responder. It MUST use the byKey CHOICE. byKey includes the SHA-1 
hash of the OCSP responder’s public key. 

6.2.1.3.3 producedAt 
The producedAt field indicates when this response was produced. GeneralizedTime shall be encoded as per RFC 
5480 [2]. 

6.2.1.3.4 responses 
The response field includes the responses. It has four fields: certID, certStatus, thisUpdate, NextUpdate, and 
singleExtensions. 

6.2.1.3.4.1 certID 

The certID field includes information necessary to identify the certificate for which the OCSP response was 
generated. It has four fields: hashAlgorithm, issuerNameHash, issuerKeyHash, and serialNumber. 

6.2.1.3.4.1.1 hashAlgorithm 
The hashAlgorithm field indicates the hash algorithm used to compute the issuerNameHash and issuerKeyHash 
values.  Both values MUST be computer using the SHA-1 algorithm. The object identifier for  
SHA-1 is ( 1 3 14 3 2 26 ). 

6.2.1.3.4.1.2 issuernameHash 
The issuerNameHash field includes the hash of the certificate issuer’s name for which the OCSP requestor wanted 
status information. The hash shall be calculated over the DER encoding of the issuer's name field in the certificate 
being checked. 

6.2.1.3.4.1.3 issuerKeyHash 
The issuerKeyHash field includes the hash of the certificate issuer’s key for which the OCSP requestor wanted 
status information. It may be taken from the device or server certificate’s authority key identifier extension. 

6.2.1.3.4.1.4 serialNumber 
The serialNumber field includes the serial number of the certificate for which the requestor wanted status 
information. The value is copied from the certificate’s serialNumber field. 

6.2.1.3.4.2 certStatus 

The certStatus field indicates the status of the certificate: good, revoked, or unknown.  

6.2.1.3.4.3 thisUpdate 

The thisUpdate field indicates when the status is known to be correct. GeneralizedTime shall be encoded as per RFC 
5480 [2]. 
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6.2.1.3.4.4 nextUpdate 

The nextUpdate field indicates the time at which or before new information will be available. This field MUST be 
included. GeneralizedTime shall be encoded as per RFC 5480 [2]. 

6.2.1.3.4.5 singleExtension 

WiMAX OCSP responses SHOULD NOT include singleExtensions. 

6.2.1.3.5 responseExtensions 
WiMAX OCSP responses SHOULD NOT include responseExtensions. 

6.2.1.3.6 signatureAlgorithm 
The signatureAlgorithm field indicates the algorithm used to generate the signature field. The signature algorithm 
MUST be sha256WithRSAEncryption as identified by ( 1 2 840 113549 1 1 11 ). 

6.2.1.3.7 signature 
The signature field includes the digital signature of the OCSP response. It is a BIT STRING. 

6.2.1.3.8 certs 
The certs field includes the certificate used to sign the OCSP response and any other certificates the OCSP signer 
think the client might need to validate the certification path. 


