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1. Introduction

This chapter identifies and introduces the set of provisions, and indicates the types of entities and applications for
which the WiMAX Certificate Policy (CP) is targeted.

The WIMAX CP is written for WiMAX Forum® products.

The WIMAX CP is consistent with the Internet Engineering Task Force (IETF) Public Key Infrastructure X.509
(PKIX) Certificate Policy and Certification Practices Framework as described in RFC 3647.

1.1 Overview

The WIMAX CP is written for WiMAX Forum® products. The WiMAX CP defines the policy under which the
WIMAX Public Key Infrastructure (PKI) issues Public Key Certificates (PKCs) to Manufacturer CAs, their Device
Sub-CAs, and finally Devices. This CP also addresses PKCs issued to support Server CAs and Server certificates.
The WIMAX PKI enables mutual authentication of devices and networks via EAP. Digital signatures as well as
encryption are employed.

1.2 Document Name and ldentification

This CP is known as the “WiMAX Server CP.” The Server PKI will use the OID { 1.3.6.1.4.1.24757.1.2 } to
indicate the certificates issued under this CP.

1.3 PKI Participants

The following are roles relevant to the administration and operation of the WiMAX PKI.

1.3.1 Policy Authority

The Policy Authority (PA) is the entity that approves this server certificate policy. The PA is the WiMAX Forum
Board.

The WiIMAX PA also approves all agreements (i.e., CP, Certification Practice Statement (CPS), relying party
agreements, and Certificate Subject agreements) that affect the Device PKI (see sections 1.3.2, 1.3.4, and 1.3.5).

The WIMAX PA MAY delegate these functions to a committee or a specific individual or individuals.

1.3.2 Certification Authorities
The CA is responsible for all aspects of the issuance and management of a PKC including:

Registration,

Identification and authentication,

Issuance, and

Ensuring that all aspects of the CA services and CA operations and infrastructure related to PKCs issued
under the WiMAX CP are performed in accordance with the requirements, representations, and warranties
of their WiMAX CPS.
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355 CAs that support the WiMAX PKI can be divided into two categories:

356 e Device CAs are those that are part of the Certification Path that issues Device PKCs (see Figure 1):

357 0 Device Root CA is the entity that creates, signs, and issues PKCs to Manufacturer CAs. Device
358 Root CAs are identified by the WiMAX PA, and there MAY be more than one Device Root CA.
359 o0 Device Manufacturer CAs are entities that create, sign, and issue PKCs to Devices. Manufacturer
360 CAs can also create, sign, and issue PKCs to Device Sub-CAs.

361 o (optional) Device Sub-CA, when they are used, are entities that create, sign, and issue PKCs to
362 Devices.

363 o  Server CAs are those that are part of the Certification Path that issues Server PKCs (see Figure 2):

364 o0 Server Root CA is the entity that creates, signs, and issues PKCs to Server CAs. There will be at
365 least one Server Root CA.

366 o0 Server CAs are the entities that create, sign, and issue PKCs to Servers. Server CAs can also
367 create, sign, and issue PKCs to server Sub-CAs.

368 o0 (optional) Server Sub-CAs, when they are used, are entities that create, sign, and issue PKCs to
369 Servers.

370 Server CAs SHALL NOT issue Device PKCs. Device CAs and Device Sub-CAs SHALL NOT issue Server PKCs.

Device Certificate Chain

[ )
Device Root Manufacturer Device

o - CA Certificate CA Certificate Certificate
[y
=0
s5| 1= — | —
- 6 _ Issue - ssue >l
S0 _ —_ -
23
O
- o~ L
Device Root Manufacturer Device Sub- Device
- CA Certificate CA Certificate CA Certificate Certificate
=0
= I — — — —
O« — Issue — Issue — Issue —
< O — — — S
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— o
371
372 Figure 1 - Device PKI
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Server Certificate Chain
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373 L

374 Figure 2 - Server PKI

375 In the remainder of this document, the term CA only applies to Server CAs. Distinction between Server Root CA,
376 Server CA, and Server Sub-CAs is only made when the requirements are different for a type of CA.

377  Agreements (i.e., CP, CPS, relying party agreements, and Certificate Subject agreements) that apply to Server CAs
378 MUST be approved by the WiMAX PA. The approved CP will be publicly available by the WiMAX Forum PA.
379  The CPS may be kept private or made publicly available at the discretion of WiMAX Forum PA.

380 1.3.3 Registration Authority (RA)

381 No stipulation. If procedures and practices make use of an RA, then the CPS MUST specify the manner in which
382  the RA is used.

383 1.34 Certificate Subjects

384 A Certificate Subject is the entity’s whose name appears in the subject in a PKC and who asserts that the PKC and
385  the keying material will be used in accordance with the WiMAX CP. Like the CAs, they are categorized in one of
386 two ways:

387 o Devices are issued PKCs from the Device PKI to gain access to Servers following device authentication via
388 EAP-TLS or EAP-TTLS methods as specified in [NWG Rel 1.0 Stage 3 Specification].

389 e  Servers are issued PKCs from the Server PKI to grant access to Devices via EAP-TLS or EAP-TTLS

390 methods as specified in [NWG Rel 1.0 Stage 3 Specification].

391 In this CP, none of the various types of CAs or an OCSP responder is referred to as Certificate Subjects. Only end-
392  entity certificate holders are referred to as Certificate Subjects. In the remainder of this document, the term
393 Certificate Subject refers to Servers.

394  Agreements (i.e., CP, CPS, relying party agreements, and Certificate Subject agreements) that apply to a Device’s
395  PKC MUST be approved by the WiMAX PA.

396 1.35 Relying Parties

397 In WiMAX Forum environment, Servers are Relying Parties of the Device PKI, and Devices are Relying Parties of
398  the Server PKI. In the remainder of this document, the term Relying Parties only applies to Servers that validate
399 certificates issued to Devices in conformance with this certificate policy.

400  Agreements (i.e., CP, CPS, relying party agreements, and Certificate Subject agreements) that apply to a Device’s
401  PKC MUST be approved by the WiMAX PA.
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1.3.6 OCSP Responders

The CA operator runs the OCSP responder or arranges for a third party to do so on its behalf. OCSP responders act
on behalf of CAs for a single purpose - signing OCSP response. Therefore, in the remainder of this document,
OCSP responders are not addresses as separate entities from the CAs that they support unless the requirements
differ.

1.3.7 Other Participants
No stipulation.

1.4  Certificate Usage

The WiIMAX CP object identifier (OID) defined in this document (see Section 1.2) SHALL only be used for the
following purposes:

e  WIMAX Server CAs and Server Sub-CAs SHALL issue PKCs only to support WiMAX Servers, to issue
revocation information, and to issue OCSP responder certificates. All other uses of WiMAX Server CA
and Server Sub-CA PKCs are expressly prohibited.

o  WIiMAX Servers SHALL use their PKC only to establish connections with WiMAX Devices. All other
uses of a WiMAX Server PKC are expressly prohibited.

o  WIMAX OCSP responders SHALL use their PKC only to generate OCSP responses for WiMAX Devices
and/or Servers.

1.5 Policy Administration

The WiMAX Forum is responsible for all aspects of this CP and approval of all Device PKI related agreements.
All communications regarding this CP should be directed to:

WiIMAX Forum
2495 Leghorn Street
Mountain View, CA 94043
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ABADSG
CA

CP

CPS

CRL

DN

EAP
EAP-TLS
HSM
I&A
IEEE/RAC
IETF
MCC
MNC
NSP-1D
OCSP
OID

PA

PKC

PKI

RP

RA
SCVP

SP

TLS

Archive
Administrator
Audit

Auditor
Audit Data

Backup

Certification Authority (CA)

Certificate (or Public Key

Certificate)

Definitions and Acronyms

American Bar Association Digital Signature Guidelines
Certification Authority

Certificate Policy

Certification Practice Statement

Certificate Revocation List

Distinguished Name

Extensible Authentication Protocol

Extensible Authentication Protocol - Transport Layer Security
Hardware Security Module

Identification and Authentication

Institute of Electrical and Electronics Engineers Registration Authority Committee
Internet Engineering Task Force

Mobile Country Code

Mobile Network Code

Network Service Provider ID

Online Certificate Status Protocol

Object Identifier

Policy Authority

Public Key Certificate

Public Key Infrastructure

Relying Party

Registration Authority

Server-based Certificate Verification Protocol

Service Party

Transport Layer Security

Long-term, physically separate storage.
A trusted role that installs, configures, and maintains the CA.

Independent review and examination of records and activities to assess the
adequacy of system controls, to ensure compliance with established policies and
operational procedures, and to recommend necessary changes in controls, policies,
or procedures.

A trusted role that performs the Audit.

Chronological record of system activities to enable the reconstruction and
examination of the sequence of events and changes in an event.

Copy of files and programs made to facilitate recovery if necessary.

The CA is responsible for all aspects of the issuance and management of a PKC
including: registration, identification and authentication, issuance, and ensuring
that all aspects of the CA services and CA operations and infrastructure related to
PKCs issued under the WiMAX CP are performed in accordance with the
requirements, representations, and warranties of their WiMAX CPS.

A digital representation of information which at least (1) identifies the certification
authority issuing it, (2) names or identifies its Certificate Subject, (3) contains the
Certificate Subject's public key, (4) identifies its operational period, and (5) is
digitally signed by the certification authority issuing it [ABADSG].
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Cryptographic Module

Device

Extensible Authentication
Protocol - Transport Layer
Security

PKC holder

National Archive and Records
Administration (NARA)

Network Service Provider ID
(NSP-1D)

Server

The set of hardware, software, firmware, or some combination thereof that
implements cryptographic logic or processes, including cryptographic algorithms,
and is contained within the cryptographic boundary of the module [FIPS140].

An entity that uses EAP with a Server for authentication prior to gaining network
access.

The Extensible Authentication Protocol (EAP) provides a standard mechanism for
support of multiple authentication methods. The use of EAP allows support for a
number of authentication schemes. The WiMAX Forum plans to use EAP-TLS,
EAP-TTLS and IEEE 802.16, as specified in [NWG Rel 1.0 Stage 3
Specification].

An entity that is control of the private key associated with a PKC.

US Federal Agency responsible for identifying federal records management and
retention policies.

A 24-bit identifier which is used to represent a Network Service Provider. Defined
in NWG Release 1.0 Stage 3 Specification. This document only relates

to globally-unique NSPIDs, which are either assigned by IEEE RAC or computed
from a globally-unique MCC/MNC
[https://standards.ieee.org/regauth/BOPID/IEEERegistrationAuthority BOPID.html]
and

[https://standards.ieee.org/regauth/BOPID/Broadband OperatorlD_Tutorial.html].

An entity that uses EAP to grant a Device network access.
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a2 2. Publication and Repository Responsibilities

453  This chapter specifies requirements for publication of PKCs and CRLSs in a repository.

454 2.1 Repositories

455 Server, Server CA and Server Sub-CA revocation information MUST be published in a Device accessible
456 repository. This repository MUST be accessible to OCSP responders.

457 No stipulation for the repository on Server CA, Server Sub-CA, and Server PKCs.

458 2.2 Publication of certification information

459 No stipulation for the repository on Server CA, Server Sub-CA, and Server PKCs.

460 Revocation information SHALL be published in a Certificate Revocation List (CRL) and SHALL also be available
461  via the Online-Certificate Status Protocol (OCSP).! It MAY also be available via the Server-based Certificate
462  Verification Protocol (SCVP).?

463 2.3 Time or Frequency of Publication

464 No stipulation for the repository on Server CA, Server Sub-CA, and Server PKCs.

465 CAs SHALL promptly publish CRLs after they are generated. In the absence of a revocation event, updated CRLs
466 SHALL be published at least quarterly by Server Root CAs and at least monthly by Server CAs and Server Sub-
467  CAs.

468 2.4  Access Controls on Repositories

469 No stipulation.

! Profiles for WiMAX Forum CRLs and OCSP requests and responses are in section 7.
2 Profiles for WiMAX Forum SCVP requests and responses are in section 7.
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3. Identification and Authentication

This chapter specifies the requirements for Identification and Authentication (I&A) of the Certificate Subject and
CA.

3.1 Naming

3.1.1 Types of Names
Within the Server PKI, the Certificate Subject Name MUST be an X.501 Distinguished Name (DN) carried in the
PKC. The following SHALL be the name forms:

e  Server Root CA: C=US, O=WiMAX Forum(R), CN=WiMAX Forum(R) Server Root-CA<n>

e  Server CA: C=<country>, O=<Service Provider>, OU=WiMAX Forum(R) Server, CN=<defined by
Service Provider>-<n>

e  Server Sub-CA: C=<country>, O=<Service Provider>, OU=WiMAX Forum(R) Server, OU=<defined by
Service Provider>, CN=<defined by Service Provider>
or
Server Sub-CA: C=<country>, O=<Service Provider>, OU=WiMAX Forum(R) Server, L=<defined by
Service Provider>, CN=<defined by Service Provider>

e Server: C=<country>, O=<Service Provider>, OU=WiMAX Forum(R) Server, OU=<NSPID>,’
CN=<Domain Name of the Service Provider>

e OCSP Responder:
0 For Root CAs: For Root CAs: C=US, O=WiMAX Forum(R), CN=Server OCSP Responder-<x>

0 For Server CAs: C=<country>, O=<Service Provider>, OU=WiMAX Forum(R) Server,
CN=0OCSP Responder-<y>

When the naming element is DirectoryString (i.e., O= and OU=) either PrintableString or UTF8String MUST be
used. The following determines which choice is used:

e PrintableString only if it is limited to the following subset of US ASCII characters (as required by ASN.1):
AB, .. Z
a,b, ..z
0,1,..9,
(space) “ () +,-./:=?

e UTF8String for all other cases, e.g., subject name attributes with any other characters or for international
character sets.

3.1.2 Meaningfulness
Names SHALL be meaningful and unambiguously identify all entities with PKCs.

3.1.3 Anonymity or Pseudonymity of Certificate Subjects
Names SHALL NOT be anonymous or be a pseudonym.

® Globally-unique NSPID (see clause 1.6).

Page - 8
WiIMAX FORUM PROPRIETARY AND CONFIDENTIAL - SUBJECT TO CHANGE WITHOUT NOTICE



504
505

506

507
508

509

510

511
512

513
514
515

516
517
518

519
520
521
522

523

524

525
526

527

528
529

530
531
532
533
534
535

WiIMAX Forum Network Architecture — WiMAX Forum Server PKI Certificate Policy Draft Specification.
Version 1.0.1

3.14 Rules for Interpreting Various Name Forms
See Section 3.1.1.

3.1.5 Uniqueness of Names

CA names SHALL be unique across the whole WiMAX Server PKI. No stipulation regarding uniqueness of Server
Names.

No stipulation for Server names.

3.1.6 Recognition, Authentication, and Role of Trademarks

CAs SHALL NOT knowingly issue a PKC with a name that a court of competent jurisdiction has determined
infringes on the trademark of another.

Server Root CAs, Server CAs, Server Sub-CAs, and Server PKCs all include the string “WiMAX Forum(R)” in
their name. A written agreement with the WiMAX Forum is needed to obtain authorization to use this trademark-
protected string.

Server Root CAs issue PKCs to Server CAs that includes trademark-protected names, namely, the Service
Provider’s name. The Server Root CAs MUST verify that applicant is authorized to request on behalf of the service
provider.

Server CAs MAY issue PKCs to Server Sub-CAs that include trademark-protected names; however, Server CAs
SHALL only issue PKCs with subject names that use the same organization as the service provider’s CA name. If
the Server CAs includes a second organizational unit name that is trademarked, then the trademark MUST be owned
by the service provider.

3.2 Initial Identity Validation

3.21 Method to Prove Possession of Private Key

CAs SHALL generate their own keys. They MUST prove to the issuing CA that they possess the private keys that
corresponds to the public keys in PKC requests.

Servers MAY or MAY NOT generate their own keys:

e Ifa Server generates its own key, then they MUST prove to the issuing CA that they possess the private
key that corresponds to the public key in PKC requests.

e Ifa Server does not generate its own private key, then the key generation and distribution process MUST
be explained in the CPS. These processes MUST ensure that the private key is provided to the proper
Service Provider in a manner that protects the key from unauthorized disclosure and modification. The
Service Provider MUST ensure that the proper key and certificate is installed in the corresponding Server
in a manner that protects the key from unauthorized disclosure and modification. The Service Provider
process MUST be documented.
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3.2.2 Authentication of Organization Identity

Confirm that the organization has authorized the application and that the person submitting the application is
authorized to do so. Ata minimum, a letter from the Service Provider’s Chief Legal Officer (or other authorized
representative recognized by WiMAX Forum'’s PA) required for authorization. At a minimum, the following MUST
occur:

e Use athird party to confirm the organization exists; and

e Confirm that the organization has authorized the application and that the person submitting the application
is authorized to do so. Ata minimum, a letter from the Service Provider’s Chief Legal Officer (or other
authorized legal representative recognized by the WiMAX Forum) is required for authorization.

Server CAs that issue PKCs to Server Sub-CAs and Servers are exempt from these rules only when they issue PKCs
to Server Sub-CAs they control and Servers they own.

3.2.3 Authentication of Individual Identity

Issuing CA SHALL validate at least the identity in the “Service Provider” field of server certificate issued. CA
names SHALL be validated by the issuing CA.

3.2.4 Non-verified Certificate Subject Information
All information SHALL be verified. Non-verified information SHALL NOT be included in PKCs.

3.25 Validation of Authority

Server Root CAs SHALL verify that the Server CA is a WiMAX Forum's PA's recognized Service Provider, and the
letter from the Service Provider’s Chief Legal Officer (or other authorized representative recognized by WiMAX
Forum's PA) is valid. The Root CA SHALL have access to a list of approved Service Providers maintained by the
WiIMAX Forum. This list SHALL be consulted prior to issuing a Server CA’s PKC.

Server CAs and Server Sub-CAs MUST perform the following checks for servers:

e  Ensure requested Network Service Provider ID (NSP-ID) has been allocated by Institute of Electrical and
Electronics Engineers Registration Authority Committee (IEEE-RAC) to the requesting party or computed
from the Mobile Country Codes (MCC) and Mobile Network Codes (MNC) allocated to the requesting
party.*

e  Ensure requested Domain Name has been assigned to the requesting party.

e Obtain and verify a signed letter from server’s authorized representative indicating that they are allowed to
assert the NSP-ID their certificate(s).”

3.2.6 Criteria for Interoperation

WIMAX Server CAs and Server Sub-CAs SHALL issue PKCs only to support WiMAX Servers, to issue revocation
information, and to issue OCSP responder certificates. All other uses of WiMAX Server CA PKCs are expressly
prohibited.

WIMAX Servers SHALL use their PKC only to establish a connection with WiMAX Devices. All other uses of a
WIMAX Server PKC are expressly prohibited.

* See clause 1.6 for NSPID, MNC, and MCC definitions.

®« Certificates with “private” or “test” NSPIDs which are not globally-unique may be required for testing
purposes. It is recommended to allow flexibility in the solution to serve this need. It should be specified in
the CPS how this certificate is used only for testing.
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3.3 Identification and Authentication for Re-key Requests

Prior to the expiration of an existing PKC, it is necessary to re-key or renew the PKC to maintain continuity of PKC
usage. An overlap period is recommended to ensure continuity. This continuity is supported for Server CAs and
Server Sub-CAs with both re-key (see Section 4.7) and renewal (see Section 4.6). Server continuity is supported
with re-key (see Section 4.7).

3.3.1 Identification and Authentication of Re-Key and Renewal Requests

The superior CA SHALL be responsible for authentication of a request for re-key or renewal. Re-key and renewal
procedures ensure the entity requesting the re-key or renewal is in fact the entity that is named in the PKC.

The procedures for a re-key and renewal procedures are the same those for the original certificate.

3.3.2 Identification and Authentication of Re-Key and Renewal After Revocation
Re-key and renewal after revocation is not permitted if the revocation occurred for any of the following reasons:

e The PKC was issued to an entity other than the one named as the Subject of the PKC.
e The PKC was issued without the authorization of the entity named as the Subject of the PKC.

e The entity approving the PKC application has reason to believe that a material fact in the PKC application
is false.

e The PKC was deemed by the WiMAX PA to be harmful to the WiMAX Forum.

Subject to the above bullets, re-key or renewal following revocation of the PKC is permissible as long as re-key or
renewal procedures ensures that the entity seeking re-key or renewal is in fact the entity named in the PKC.

3.4 Identification and Authentication for Revocation Request

WIMAX Forum PA, or recognized representative, or an authorized process from the service provider can request
revocation and SHALL use their credentials to authenticate the request. The form of credential accepted by the
revoking CA is based on CA CPS. A revocation request authentication MUST be properly verified before an
approval decision is made.

The revocation of any CA requires authorization from the WiMAX PA. See 4.9 for more information revocation.
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4. Certificate Life-Cycle

This chapter specifies the requirements for PKC life-cycle management by all entities in the PKI.

4.1  Certificate Application

41.1 Who Can Submit a Certificate Application
A recognized Service Provider representative can submit CA PKC applications. An authorized Server
representative, an authorized Server process, or a Server can submit Server PKC applications.

Applications for Server certificates associated with public networks will only be honored from WiMAX Forum
Members. There are no membership requirements for certificates associated with private networks.

4.1.2 Enrollment Process and Responsibilities

A recognized Server CAs representatives SHALL provide their credentials to Server Root CAs to demonstrate their
identity, to demonstrate their authority, and to provide contact information. Service providers receive and approve
requests from a recognized Server Sub-CAs representative and from an authorized Server representative, an
authorized Server process, or a Server.

A recognized Server Sub-CAs representative SHALL provide their credentials to Server CAs to demonstrate their
identity, to demonstrate their authority, and to provide contact information. Server Sub-CAs receive and approve
enrollments from an authorized Server representative, an authorized Server process, or a Server.

An authorized Server representative, an authorized Server process, and a Server SHALL provide their credentials to
Server CAs or Server Sub-CAs to demonstrate their identity, to demonstrate their authority, and to provide contact
information.

4.2  Certificate Application Processing

4.2.1 Performing Identification and Authentication Functions
CAs SHALL verify and authenticate the identity of each applicant, as described in Section 3.2.

4.2.2 Approval or Rejection of Certificate Applications

The CA MAY approve or reject a certification request. Approval is granted if the applicant’s identity has been
authenticated as described in Section 3.2, and payment, if required, has been received. Rejection is based inability
to successfully authenticate the applicant, not receiving required information from the applicant, not paying for PKC
(if required).

The WiMAX PA MUST approve all Server Sub-CAs.

4.2.3 Time to Process Certificate Applications
PKC requests SHALL be processed in a timely manner.
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4.3 Certificate Issuance

4.3.1 CA Actions During Certificate Issuance

The CA SHALL verify and authenticate the source of each PKC request, ensure that the public key is bound to the
correct applicant, obtain a proof of possession of the private key, generate a properly formed PKC, and provide the
PKC to the applicant.

4.3.2 Notification to Certificate Subject of Certificate Issuance

The CA SHALL notify the applicant of PKC issuance by returning the PKC (and the corresponding private key, if
the key was generated by the CA) to the applicant.

4.4  Certificate Acceptance

44.1 Conduct Constituting Certificate Acceptance
Failure to object to the PKC or its contents prior to use constitutes acceptance of the PKC.

4.4.2 Publication of the Certificate by the CA
No stipulation.

4.4.3 Notification of Certificate Issuance by the CA to Other Entities
No stipulation.

4.5 Key Pair and Certificate Usage

45.1 Certificate Subject Private Key and Certificate Usage
Certificate Subjects SHALL be responsible for and SHALL protect their private keys from access by other parties.

Certificate Subjects SHALL only use private keys for purposes identified in Section 1.4.

45.2 Relying Party Public Key and Certificate Usage

Relying parties SHALL ensure that the public key in a PKC is used only for appropriate purposes as identified in
critical certificate extensions (See Section 7).

4.6 Certificate Renewal

PKC renewal is the issuance of a new PKC to the Server CA, Server Sub-CA, or Server without changing the public
key or any other information other than the validity dates and the serial number in the PKC. Certificate renewal is
supported for Server CAs, Server Sub-CAs, and Servers.

46.1 Circumstance for Certificate Renewal

When a Server CA PKC renewal is desired, it is necessary for the renewal to take place prior to the expiration of an
existing Server CA’s PKC to maintain continuity of PKC usage. An overlap period is recommended to ensure
continuity.
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When a Server Sub-CA PKC renewal is desired, it is necessary for the renewal to take place prior to the expiration
of an existing Server Sub-CA’s PKC to maintain continuity of PKC usage. An overlap period is recommended to
ensure continuity.

When a Server PKC renewal is desired, it is necessary for the renewal to take place prior to the expiration of an
existing Server’s PKC to maintain continuity of PKC usage. An overlap period is recommended to ensure
continuity.

Server CA, Server Sub-CA, and Server PKCs MAY also be renewed after expiration.

4.6.2 Who May Request Renewal
All requests for PKC renewals MUST come from WiMAX Forum Members.

A recognized representative can submit Server CA and Sub-CA PKC renewal requests.

An authorized Server representative, an authorized Server process, or a Server can submit Server PKC renewal
request.

4.6.3 Processing Certificate Renewal Requests
In accordance with Section 4.2.

4.6.4 Notification of New Certificate Issuance to Certificate Subject
In accordance with Section 4.3.2.

4.6.5 Conduct Constituting Acceptance of a Renewal Certificate
In accordance with Section 4.4.1.

4.6.6 Publication of the Renewal Certificate by the CA
In accordance with Section 4.4.2.

4.6.7 Notification of Certificate Issuance by the CA to Other Entities
No stipulation.

4.7  Certificate Re-Key

PKC re-key is the application for the issuance of a new PKC that certifies a new public key. PKC re-key is
supported for Server CAs, Sub-CAs, and Servers.

4.7.1 Circumstance for Certificate Re-key

When a Server CA PKC re-key is desired, it is necessary for the re-key to take place prior to the expiration of an
existing Server CA’s PKC to maintain continuity of PKC usage. An overlap period is recommended to ensure
continuity.

When a Server Sub-CA PKC re-key is desired, it is necessary for the re-key to take place prior to the expiration of
an existing Server Sub-CA’s PKC to maintain continuity of PKC usage. An overlap period is recommended to
ensure continuity.

When a Server PKC re-rekey is desired, it is necessary for the re-key to take place prior to the expiration of an
existing Server’s PKC to maintain continuity of PKC usage. An overlap period is recommended to ensure
continuity.

Server CA, Server Sub-CA, and Server PKCs MAY also be renewed after expiration.
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4.7.2 Who May Request Certification of a New Public Key
All requests for PKC re-keys MUST come from WiMAX Forum Members.

A recognized representative can submit Server CA and Sub-CA PKC re-key requests. Server CAs can request re-
keys for their PKCs and Server Sub-CAs can request rekeys for their PKCs. This is a multiparty procedure as
specified in Section 5.2.2 and requires a "Key Ceremony" as specified in Section 6.1.1.

An authorized Server representative, an authorized Server process, or a Server can submit Server PKC renewal
request.

4.7.3 Processing Certificate Re-keying Requests
In accordance with Section 4.2.

4.7.4 Notification of New Certificate Issuance to Certificate Subject
In accordance with Section 4.3.2.

4.7.5 Conduct Constituting Acceptance of a Re-keyed Certificate
In accordance with Section 4.4.1.

4.7.6 Publication of the Re-keyed Certificate by the CA
In accordance with Section 4.4.2.

4.7.7 Notification of Certificate Issuance by the CA to Other Entities
No stipulation.

4.8 Modification

48.1 Circumstance for Certificate Modification
PKC Modification is prohibited.

4.8.2 Who May Request Certificate Modification
No stipulation.

4.8.3 Processing Certificate Modification Requests
No stipulation.

484 Notification of New Certificate Issuance to Certificate Subject
No stipulation.

485 Conduct Constituting Acceptance of Modified Certificate
No stipulation.

4.8.6 Publication of the Modified Certificate by the CA
No stipulation.
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4.8.7 Notification of Certificate Issuance by the CA to Other Entities
No stipulation.

4.9 Certificate Revocation and Suspension

In an event when certificate’s further use is deemed detrimental (e.g. when private key is lost or compromised), the
certificate can be declared invalid, or revoked. This section begins with a brief informative overview of revocation,
and then formally describes corresponding operational procedures.

PKC revocation information must be authenticated by the issuing CA to prevent DoS attacks, since inappropriate
PKC revocation prevents the PKC owner from connecting to the network. The choice of the method of
dissemination of revocation information to relying parties is only the matter of efficiency. The WiMAX Forum uses
two of the most popular methods -- CRL and OCSP protocols. CRL is a CA-signed dated list of revoked certificates
which is published regularly. OCSP is a protocol that relies on an online OCSP server, which provides signed dated
statements indicating whether a particular PKC is revoked. CRL and OCSP response are signed objects. Relying
parties can verify the signature on the CRL and OCSP response to determine whether it is valid.

Because of connectivity and hardware specifics, device revocation information is more efficiently distributed by
CRL. Indeed, servers have large storage and a fast persistent Internet connection. At the same time, server talks to
many devices, and much of the information included in the CRL is actually used. On the other hand, any particular
device might usually connect to only a few servers. Moreover, the device’s network connectivity is achieved via the
server, and is slow. Downloading a potentially large CRL is often less efficient than a short OCSP message, with
which the device is convinced that the server is not revoked. In the WiMAX Forum environment, both OCSP and
CRLs are needed. When OCSP is used, the OCSP message may be periodically obtained by the server, and
forwarded to the device as part of EAP. In this case, the Device need not ever interact with the OCSP server.
However, direct interaction with the OCSP responder is also allowed. When OCSP is not used, the Device obtains
the CRL via an unspecified method.

There are many ways to implement OCSP. One example of a typical sequence of events following a decision to
revoke a server’s PKC would be as follows. CA includes the PKC in the next CRL update, and updates its OCSP
server within the timeframe specified in the CA’s CPS. From that point on, the revoked server would not be able to
obtain a new OCSP response that indicates the certificate is valid. The server would still be able to use the old one
until it expires (expiry periods will be specified in the CA’s CPS). After the OCSP response expiry, devices will not
accept the old OCSP response, and will reject EAP-(T)TLS sessions.

Another example of a typical sequence of events following a decision to revoke a Server’s PKC would be as
follows. CA includes the PKC in the next CRL update, posted at its CRL URL. From that point on, the Device will
be aware that the PKC is revoked, and will reject EAP-(T)TLS session attempts.

The following specifies formal operational requirements of PKC revocation procedures.

49.1 Circumstances for Revocation

A PKC SHALL be revoked when the binding between the subject and the subject’s public key within the PKC is no
longer considered valid (e.g., loss or comprise of the private key). PKCs will be revoked when the PA requests that
a PKC be revoked, when the PKC holder submits an authenticated revocation request, and when the CA determines
a situation has occurred that MAY affect the integrity of the PKCs.
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4.9.2 Who Can Request Revocation
Any PKC can be revoked upon the direction of the PA. Additionally:

e Server CA operators MAY request revocation of their Server CA PKCs, Server Sub-CAs PKCs they issued,
and Server PKCs they issued.

e  Server Sub-CA operators MAY request revocation of their Server Sub-CA PKCs a,d nthe Device PKCs
they issued.

e Server PKCs MAY be revoked at the request of the PA, issuing CA, or Server operator.

49.3 Procedure for Revocation Request

PKCs SHALL be revoked upon receipt of sufficient evidence of compromise or loss of the corresponding private
key. A request to revoke a PKC SHALL identify the PKC to be revoked, explain the reason for revocation, and
allow the request to be authenticated (e.g., manually signed).

Prior to revocation of Server CA or Server Sub-CA the WiMAX PA MUST authorize the revocation.

494 Revocation Request Grace Period

The revocation request grace period is the time available to the PKC holder within which the PKC holder MUST
make a revocation request after reasons for revocation have been identified.

495 Time within which CA Must Process the Revocation Request
CAs MUST process revocation requests in a timely manner.

4.9.6 Revocation Checking Requirements for Relying Parties

If the device is checking revocation of server certificate, it SHOULD use OCSP. If the server is checking revocation
of device certificate, it MAY use OCSP.

4.9.7 CRL Issuance Frequency
CRLs to be issued as described in Section 2.3.

498 Maximum Latency for CRLs
No stipulation.

4.9.9 On-line Revocation/Status Checking Availability
An OCSP responder MUST be available 24x7 with minimal scheduled interruptions.

4.9.10 On-line Revocation Checking Requirements
No stipulation.

4911 Other Forms of Revocation Advertisements Available
No stipulation.

49.12 Special Requirements Re Key Compromise
No stipulation.
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4.9.13 Circumstances for Suspension
PKC suspension is prohibited.

4.9.14 Who can Request Suspension
No stipulation.

4.9.15 Procedure for Suspension Request
No stipulation.

4.9.16 Limits on Suspension Period
No stipulation.

4.10 Certificate Status Services

4101 Operational Characteristics

The status of PKCs is available via CRL through a Device available online repository. Device available OCSP
responders MUST also be provided.

4.10.2 Service Availability
An OCSP responder MUST be available 24x7 with minimal scheduled interruptions.

4.10.3 Optional Features
SCVP MAY be provided.

4.11 End of Subscription

Subscriptions SHALL end when a PKC is revoked or the PKC expiry time passes.

412 Key Escrow and Recovery

4121 Key Escrow and Recovery Policy and Practices
No stipulation.

4.12.2 Session Key Encapsulation and Recovery Policy and Practices
No stipulation.
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5. Management, Operational, and Physical Controls

This chapter specifies the requirements for non-technical security controls used by the CA to securely perform the
functions of key generation, subject authentication, PKC issuance, and PKC revocation.

5.1 Physical Controls

51.1 Site Location and Construction

The location and construction of the facility that will house CA equipment and operations SHALL be in accordance
with that afforded the most sensitive business and financial information. CA operations SHALL be conducted within
a physically protected environment that deters, prevents, and detects unauthorized use of, access to, or disclosure of
sensitive information and systems.

5.1.2 Physical Access
The physical security requirements pertaining to CAs are:

e  Ensure no unauthorized access to the hardware is permitted,;

e Ensure manual or electronic monitoring for unauthorized intrusion at all times;

e Ensure an access log is maintained and inspected periodically; and,

e Require two person physical access control to both the cryptographic module and computer system.
When not in use:

e  Paper containing sensitive plain-text information SHALL be stored in secure containers;

e Media storing Server Root CA private key material SHALL be deactivated. The media and the activation
information (see Section 6.4) for the Server Root CA private keys SHALL be stored in a secure container.
Activation data SHALL either be memorized, or recorded and stored in @ manner commensurate with the
security afforded the cryptographic module, and SHALL NOT be stored with the cryptographic module.

e Media storing CA private key material SHALL be deactivated. The media SHALL be encrypted. The
activation information (see Section 6.4) for the CA private key SHALL be stored in a secure container.
Activation data SHALL either be memorized, or recorded and stored in a manner commensurate with the
security afforded the cryptographic module, and SHALL NOT be stored with the cryptographic module.

If the facility is not continuously attended, the last person to depart SHALL initial a sign-out sheet that indicates the
date and time, and asserts that all necessary physical protection mechanisms are in place and activated. A security
check of the facility housing the CA equipment SHALL occur if the facility is to be left unattended. At a minimum,
the check SHALL verify the following:

e The equipment is in a state appropriate to the current mode of operation (e.g., that cryptographic modules
are in place when “open”, and secured when “closed”; and for the CA, that all equipment other than the
repository is shut down);

e Any security containers are properly secured;
e Physical security systems (e.g., door locks, vent covers) are functioning properly; and,

e The area is secured against unauthorized access.
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If at any time the Hardware Security Module (HSM) contain a CA’s private is physically moved permanently from
one location to another (i.e., not during normal activation), then:

e The HSM MUST be protected from destruction, unauthorized disclosure, and unauthorized modification.

PA MUST approve the movement.

PA or authorized representative MUST be present.

The process MUST be videotaped.

Record when old location gives new location HSM.

5.1.3 Power and Air Conditioning

The facility that houses the CA equipment SHALL be supplied with power and air conditioning sufficient to create a
reliable operating environment.

514 Water Exposures

Facilities that house CAs SHALL be installed such that it is not in danger of exposure to water (e.g., on tables or
elevated floors). Moisture detectors SHALL be installed in areas susceptible to flooding. CA operators who have
sprinklers for fire control SHALL have a contingency plan for recovery should the sprinklers malfunction, or cause
water damage outside of the fire area.

5.1.5 Fire Prevention and Protection

Facilities that house CAs SHALL be constructed and equipped, and procedures SHALL be implemented, to prevent
and extinguish fires or other damaging exposure to flame or smoke. These measures SHALL meet all local
applicable safety regulations. A description of the CMA’s approach for recovery from a fire disaster SHALL be
included in the Disaster Recovery Plan as specified in Section 5.7.4.

5.1.6 Media Storage

When not in operation, the cryptographic modules storing the Server Root CA private key SHALL be stored in a
secure container. When not in operation, the cryptographic modules storing the CA private key SHALL be stored in
a secure room in encrypted form. Media that contains security audit and backup information SHALL be stored in a
separate location from the CA equipment.

5.1.7 Waste Disposal

CAs SHALL implement procedures for the disposal of waste (paper, media, or any other waste) to prevent the
unauthorized use of, access to, or disclosure of waste containing Confidential/Private Information.

5.1.8 Off-Site backup

System backups, sufficient to recover from system failure, SHALL be made on a periodic schedule. Backups
SHALL be performed and stored off-site not less than quarterly or when the CA is operational, whichever is less
frequent. At least one backup copy SHALL be stored at an offsite location (separate from the CA equipment). Only
the latest backup need be retained. The backup SHALL be stored at a site with physical and procedural controls
commensurate to that of the operational CA system.

5.2 Procedural Controls

5.2.1 Trusted Roles

A trusted role is one whose incumbent performs functions that can introduce security problems if not carried out
properly, whether accidentally or maliciously. The people selected to fill these roles MUST be extraordinarily
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responsible or the integrity of the CA is weakened. The functions performed in these roles form the basis of trust for
all uses of the CA. Two approaches are taken to increase the likelihood that these roles can be successfully carried
out. The first ensures that the person filling the role is trustworthy and properly trained. The second distributes the
functions among more than one person, so that any malicious activity would require collusion.

The following are the trusted Roles within the PKI:

o CA Administrator: installs, configures, and maintains the CA; configures PKC profiles and parameters;
generates and performs backup of CA keys;

e CA Officer: approves/rejects certification requests and PKC revocations;
e Auditor: maintains and reviews audit logs; and,
o  Backup Operator: performs routine system backup and recovery.

Multi-Person control requirements are specified in Section 6.2.2.

5.2.2 Number of Persons Required Per Task
CA private key actions require at least “two-party” control:

e Generation of CA keys;

e Access to CA keys;

e Transport of HSM containing CA keys;
e Backup of CA keys; and,

e Access to backup CA keys.

Where multiparty control is required, at least one of the participants SHALL be an Administrator. All participants
MUST serve in a trusted role as defined in Section 5.2.1. Multiparty control SHALL NOT be achieved using
personnel that serve in the Auditor Trusted Role.

5.2.3 Identification and Authentication for Each Role

A person occupying a trusted role SHALL have their identity and authorization verified, before being permitted to
perform any action for that role or identity.

5.24 Roles Requiring Separation of Duties

Individuals MAY only assume one of the Officer, Administrator, and Auditor roles, but any individual MAY
assume the Operator role. The CA software and hardware SHALL identify and authenticate its users and SHALL
ensure that no user identity can assume both an Administrator and an Officer role, assume both the Administrator
and Auditor roles, and assume both the Auditor and Officer roles. No individual SHALL have more than one
identity.

5.3 Personnel Controls

5.3.1 Qualifications, Experience, and Clearance Requirements
Personnel engaged in the PKI SHALL be suitable qualified and experienced.

5.3.2 Background Check Procedures
Vetting process used for trusted personnel engaged in the PKI SHALL be described in the CPS.
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5.3.3 Training Requirements

Prior to operation of the CA, the CA operator SHALL be appropriately trained. Topics SHALL include the
operation of the CMA software and hardware, operational and security procedures, and the stipulations of this policy
and local guidance.

5.34 Retraining Frequency and Requirements

Refresher training will be provided to the extent and frequency required to ensure the required level of proficiency
to perform job responsibilities competently.

5.3.5 Job Rotation Frequency and Sequence
No stipulation.

5.3.6 Sanctions for Unauthorized Actions

If an unauthorized action takes place than an appropriate action SHALL be taken to ensure disciplinary or other
appropriate action is taken. In cases where an unauthorized action brings into question the security of the system,
then recovery procedures will be followed (see Section 5.7).

5.3.7 Independent Contractor Requirements

Contractor personnel employed to perform functions pertaining to the CA SHALL meet the personnel requirements
set forth in this CP.

5.3.8 Documentation Supplied to Personnel

Documentation sufficient to define duties and procedures for each role SHALL be provided to their personnel filling
that role.

5.4  Audit Logging Procedures

5.4.1 Types of Events Recorded

Any security auditing capabilities of the underlying CA equipment operating system SHALL be enabled during
installation and operation.
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At a minimum, the following events SHALL be recorded:

o CA equipment access;

Operating system logon/logoff;

e CA application access;

e CA private key generation;

e CA private key use;

e  Certification request;

e PKC issuance;

e PKC revocation request;

e PKC revocation;

o  Software and/or configuration updates to CA and account management;
e Clock Adjustments;

e Anomalies, error conditions, software integrity check failures, receipt of improper or misrouted messages;
and,

e Any known or suspected violations of physical security, suspected or known attempts to attack the CA
equipment via network attacks, equipment failures, power outages, network failures, or violations of this
certificate policy.

At a minimum, for each auditable event the record SHALL include:
e The type of event;
e The time the event occurred;
e A ssuccess or failure indication for signing;
e The identity of the equipment operator who initiated the action; and,

Audit logs SHALL be generated automatically and periodically backed up.

5.4.2 Frequency of Processing Log
Offline CA audit logs SHALL be reviewed at least annually or any time the CA is brought online. Online CA audit
logs SHALL be reviewed quarterly.

The review is to include searches for anomalous patterns. Action taken as a result of this review SHALL be
documented.

Audit log reviews SHALL also be conducted when requested by the PA.

5.4.3 Retention Period for Audit Log

The information generated on the CA equipment SHALL be kept on the CA equipment until the information is
moved to an appropriate archive facility. Audit logs SHALL be available for three months, at a minimum, then
offsite as archive records (See Section 5.5).

544 Protection of Audit Log

Only personnel assigned to a trusted role have read access to the logs. Only authorized personnel MAY archive
audit logs. Audit logs MUST be protected against unauthorized viewing, modification, and deletion. Audit logs
SHALL only be deleted from a system after it has been archived.
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5.45 Audit Log Backup Procedures

Audit logs SHALL be backed up. A copy of the audit log SHALL be stored at a separate facility from the active
audit log as required.

5.4.6 Audit Collection System (Internal vs. External)

Automated audit processes SHALL be invoked at system (or application) startup, and cease only at system (or
application) shutdown.

5.4.7 Notification to Event-Causing Subject
No stipulation.

5.4.8 Vulnerability Assessments
Trusted Roles SHALL routinely asses the CA system and its components for malicious activity.

55 Records Archive

5.5.1 Types of Events Archived

CA archive records SHALL be detailed enough to establish the validity of a signature and of the operation of the
PKI. The following MUST be recorded at a minimum:

e CA accreditation;

o CPS;

e  System equipment configuration;

e Modification and updates to system or configuration;

e Contractual obligations;

e Key Signing Ceremony video footage;

e Certificate Subject identity authentication data from 3.1.9;
e Documentation of receipt and acceptance of certificates;
e Audit logs from Section 5.4.1;

e All PKCs issued;

e  Other data or applications to verify archive contents; and,

e Documentation required by compliance auditors.

55.2 Retention Period for Archive

Archive data SHALL be maintained for a minimum of the period of validity of all Certificates issued by CA plus
seven (7) years or such longer period as MAY be required by National Archive and Records Administration
(NARA).

5.5.3 Protection of Archive

Archive data SHALL be protected to ensure there is no unauthorized disclosure or modification. Archive media
SHALLL be stored in a safe, secure storage facility separate from the CA itself.
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554 Archive Backup Procedures
Archive facility SHALL support backups.

5,55 Requirements for Time-Stamping of Records
Archive data SHALL indicate the date on which the archive was created.

5.5.6 Archive Collection System (Internal or External)
No stipulation.

5.5.7 Procedures to Obtain and Verify Archive Information
WIMAX PA or designated representative MUST be granted timely access to archive information when requested.

5.6 Key Changeover

Server CAs MAY be renewed (Section 4.6) or re-keyed (Section 4.7) if the superior CA reconfirms the identity of
the CA, which the superior CA either accepts or rejects.

Server Sub-CAs MAY be renewed (Section 4.6) or re-keyed (Section 4.7) if the superior CA reconfirms the identity
of the CA, which the superior CA either accepts or rejects.

Re-keying is a multiparty procedure as specified in Section 5.2.2 and requires a "Key Ceremony" as specified in
Section 6.1.1.

5.7 Compromise and Disaster Recovery

57.1 Incident and Compromise Handling Procedures

In the event of suspected compromise of a CA, it SHALL be investigated in order to determine the nature and the
degree of damage. If the CA PKC is compromised and the CA PKC is revoked, a new CA PKC MUST be issued
and the old CA PKC in RP trust stores MUST be replaced with a newly issued CA PKC. Server Root CA PKCs
will be distributed via secure out-of-band mechanism.

5.7.2 Computing Resources, Software, and/or Data Are Corrupted
Backup or Archived data MUST be used when computing resources, software, and data are corrupted.

5.7.3 CA Private Key Compromise Procedures

Compromised CA private keys MUST be revoked. Compromised CA private keys MUST NOT be used to sign new
PKCs. CA with compromised private keys MUST generate new private keys. Follow procedures in Section 5.3.6 if
the CA operator is suspected of compromising the CA’s public key.

5.7.4 Business Continuity Capabilities After a Disaster
In the case of a disaster in which the CA equipment is damaged and inoperative:

e The Server Root CA operations SHALL be established as quickly as possible, giving priority to the ability
to issue CA PKCs.

o The CA operations SHALL be reestablished as quickly as possible, giving priority to the ability to issue
Certificate Subject PKCs.
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5.8 CA and RA Termination

In the event a Root CA terminates, or ceases operation, the Root CA ships its HSM, which contains the Root CA’s
private key, and any backup copies and archival copies to the WiMAX PA.

In the event a Server or Server Sub CA terminates, or ceases operation, the CA ships its HSM, which contains the
CA'’s private key, and any backup copies and archival copies to the parent CA and the parent CA MUST only use
this key to issue CRLs.

There is no stipulation for RAs.
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6. Technical Security Controls

This chapter specifies the requirements for technical security controls to securely perform the functions of key
generation, subject authentication, PKC issuance, and PKC revocation.

6.1 Key Pair Generation and Installation

A Server certificate SHOULD be inserted into only one active production Server. Use of identical copies (same
name, serial number, key) of certificates in multiple active Servers in commercial networks is not
RECOMMENDED. This is not meant to preclude hot standby for redundancy, or copies for test systems.

Multiple active production Servers serving the same NSPID/Domain Name SHOULD get multiple certificates.

A Server MAY have multiple server certificates, e.g. if there are multiple DN handled by the server.

6.1.1 Key Pair Generation

CA keys are generated in FIPS 140-2 validated cryptographic module. Modules SHALL meet security level 2 or
above and keys are generated as part of a multiparty operation. If the keys are generated outside the module, then
they SHALL be loaded into the module during a key ceremony. Any unencrypted copies of the keys SHALL be
destroyed after the key ceremony, while encrypted backups MAY exist at secured locations.

Root Server CAs MUST be generated on removable a HSM device.

Certificate Subject keys are generated in a FIPS 140-2 validated cryptographic module. Software cryptographic
modules SHALL meet Security Level 1 and hardware cryptographic modules SHALL meet Security Level 2.

6.1.2 Private Key Delivery to Certificate Subject

If the Server does not generate its private key, then the private key MUST be delivered to the Server in a manner
that protects the private key from unauthorized disclosure and modification. See Section 3.2.1.

6.1.3 Public Key Delivery to Certificate Issuer
A Certificate Subject’s public key and identity SHALL be delivered securely to the CA in certification request.

6.1.4 CA Public Key Delivery to Relying Parties
CA public keys SHALL be delivered to the RP as part of the certification response.

The self-signed Server CA PKC SHALL be conveyed to relying parties in a secure fashion to preclude substitution
attacks.

6.1.5 Key Sizes

Keys MUST be 1024 bits or longer. Keys which will be used past 2010 MUST be 2048 bits or longer. Shorter keys
MUST NOT be used to certify PKCs that contain longer keys.

6.1.6 Public Key Parameters Generation and Quality Checking
See PKCS #1 for key generation requirements.

6.1.7 Key Usage Purposes (as per X.509v3 key usage field)
See Section 7.
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6.2 Private Key Protection and Cryptographic Module Engineering Controls

6.2.1 Cryptographic Module Standards and Controls

The relevant standard for cryptographic modules is FIPS PUB 140-2, Security Requirements for Cryptographic
Modules.

6.2.2 Private Key Multi-Person Control
Use of CA private keys requires action by multiple persons as set forth in Section 5.2.2 of this CP.

There is no stipulation for Certificate Subject private keys.

6.2.3 Private Key Escrow
No stipulation.

6.2.4 Private Key Backup

CA private keys SHALL be backed up under multi-person control, as required in Section 5.2.2. No more than a
single copy of the signature key SHALL be stored at the CA’s location (i.e., only the operational and backup key
MAY be stored at the CA’s location). Additional copies MAY exist off-site provided that accountability for them is
maintained. This does not preclude the ability of the operator of a CA to explain in the CPS and get explicit
approval for a secure high-availability high-throughput system which parallelizes the operation among several
machines.

Certificate Subject private keys SHALL be securely backed up.

6.2.5 Private Key Archival
No stipulation.

6.2.6 Private Key Transfer into or from a Cryptographic Module
CA private keys never leave the cryptographic module.

Certificate Subject private keys that are not generated by the Certificate Subject MUST be transferred to Certificate
Subject in a manner that protects the key from unauthorized disclosure and modification. See Section 3.2.1.

6.2.7 Private Key Storage on Cryptographic Module
CA private keys SHALL be encrypted on removable memory storage devices.

There is no stipulation for Certificate Subject private keys.

6.2.8 Method of Activating Private Keys
Activation of the CA signing key requires multiparty control, as specified in Section 5.2.2. The CA private key
media SHALL NOT be left unattended when active.

There is no stipulation for activation of Certificate Subject private keys.

6.2.9 Methods of Deactivating Private Keys

Root CA private keys SHALL be deactivated and the media holding the Root CA private key SHALL be stored in a
secure container (see Section 5.1.6). CA private keys SHALL be deactivated and stored in encrypted form in a
secure room when not in use (see Section 5.1.6). These actions requires multiparty control, as specified in Section 5
2.2. The Root CA and CA private key media SHALL NOT be left unattended when not in use.
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There is no stipulation for deactivation of Certificate Subject private keys.

6.2.10 Method of Destroying Private Key

Private keys SHALL be destroyed when they are no longer needed or when the PKC to which they corresponds
expires or is revoked.

6.2.11 Cryptographic Module Rating
See Section 6.2.1.

6.3 Other Aspects of Key Management

6.3.1 Public Key Archival
Public keys SHALL be archived as part of the PKC archival.

6.3.2 Certificate Operational Periods/Key Usage Periods

Server Root CA certificate lifetimes SHALL be limited to 45 years or less. Server CA and Server Sub-CAs
certificates SHALL be limited to 30 years or less. Server certificates SHALL be limited to 1 years or less.

6.4 Activation Data

6.4.1 Activation Data Generation and Installation

Activation data generation and installation for CA private keys SHALL use methods that protect the activation data
to the extent necessary to prevent the loss, theft, modification, unauthorized disclosure, or unauthorized use of such
private keys.

There is no stipulation for Certificate Subject private keys.

6.4.2 Activation Data Protection

Activation data to invoke private keys SHALL be protected from disclosure by a combination of cryptographic and
physical access control mechanisms. The protection mechanism SHALL include a facility to temporarily lock the
account, or terminate the application, after 3 failed login attempts.

6.4.3 Other Aspects of Activation Data

Before the Root CA private key activation data MAY be enter, the media storing the Root CA’s private key MUST
be retrieved from the locked container.

No stipulation for Server CAs, Server Sub-CAs, or Certificate Subjects.
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1149 6.5 Computer Security Controls

1150 6.5.1 Specific Computer Security Technical Requirements

1151 For the CA, the computer security functions listed below are required. These functions MAY be provided by the
1152 operating system, or through a combination of operating system, software, and physical safeguards. The CA and its
1153  ancillary parts SHALL include the following functionality:

1154 e Require authenticated logins;

1155 e Provide Discretionary Access Control;

1156 e  Provide a security audit capability;

1157 e Restrict access control to Trusted Roles;

1158 e Enforce separation of Trusted Roles;

1159 e Require identification and authentication;

1160 e Restrict CA application to be the only application running on computer;
1161 e Require use of cryptography for session communications and database security;
1162 e Archive CA history and audit data; and,

1163 e Require a recovery mechanism for keys, CA system, and CA application.
1164 6.5.2 Computer Security Rating

1165 No Stipulation.
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6.6 Life-Cycle Security Controls

6.6.1 System Development Controls
The System Development Controls for the CA are as follows:

e  For commercial off-the-shelf software, the software SHALL be designed and developed under a formal,
documented development methodology.

e For hardware and software developed specifically for a particular CA, the applicant SHALL demonstrate
that security requirements were achieved through a combination of software verification & validation,
structure.

e Where open source software has been utilized, the applicant SHALL demonstrate that security
requirements were achieved through software verification & validation and structured development/life-
cycle management.

e Hardware and software procured to operate the CA SHALL be purchased and shipped in a fashion to
reduce the likelihood that any particular component was tampered with (e.g., by ensuring the equipment
was randomly selected at time of purchase).

e The CA software SHALL be dedicated to performing one task: the CA. There SHALL be no other
applications; hardware devices, network connections, or component software installed which are not part of
the CA operation.

e  Proper care SHALL be taken to prevent malicious software from being loaded onto the CA equipment.
Hardware and software SHALL be scanned for malicious code on first use and periodically thereafter.

e Hardware and software updates SHALL be purchased or developed in the same manner as original
equipment, and be installed by trusted and trained personnel in a defined manner.

e Any code return to open source community does not disclose security relevant information.

6.6.2 Security Management Controls

The configuration of the CA system as well as any modifications and upgrades SHALL be documented and
controlled. There SHALL be a mechanism for detecting unauthorized modification to the CA software or
configuration. A formal configuration management methodology SHALL be used for installation and ongoing
maintenance of the CA system.

6.6.3 Life Cycle Security Ratings
No stipulation.

6.7 Network Security Controls

CAs SHALL be protected prevent unauthorized access, tampering, and denial-of-service. Communications of
sensitive information SHALL be protected using point-to-point encryption for confidentiality and digital signatures
for non-repudiation and authentication.

Server Root CAs SHOULD be offline. Permanently online Server Root CAs will need to explain why they are
always online in their CPS.
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6.8 Time Stamping

Times asserted in PKCs SHALL be accurate to within three minutes. Electronic or manual procedures MAY be
used to maintain system time. Clock adjustments are auditable events (See Section 5.4.1).

There is no trusted time source.

Page - 32
WiIMAX FORUM PROPRIETARY AND CONFIDENTIAL - SUBJECT TO CHANGE WITHOUT NOTICE



WiIMAX Forum Network Architecture — WiMAX Forum Server PKI Certificate Policy Draft Specification.
Version 1.0.1

1205 7. Certificate, CARL/CRL, And OCSP profiles Format

1206  This Chapter specifies the requirements for the PKC, CRL, and OCSP format.

1207 7.1 Certificate Profile
1208 See WIMAX Forum PKC Profile Release 1.0.

1209 7.2 CRL Profile

1210 See WiMAX Forum CRL Profile Release 1.0.

1211 7.3 OCSP Profile

1212 See WiMAX Forum OCSP Profile Release 1.0.

1213 7.4 SCVP Profile

1214 A WiIMAX Forum SCVP profile will be developed when the need arises.
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8. Compliance Audit and Other Assessments

This chapter specifies the requirements for audits.

8.1 Frequency of Audit or Assessments

CAs are subject to a compliance audit at least once per year.

8.2 Identity and Qualifications of Assessor

The auditor MUST demonstrate competence in the field of compliance audits. The PA SHALL identify the
compliance auditor for the CA.

8.3 Assessor’s Relationship to Assessed Entity

The compliance auditor either SHALL be a private firm, that is independent from the entity being audited, or it
SHALL be sufficiently organizationally separated from that entity to provide an unbiased, independent evaluation.

The PA SHALL determine whether a compliance auditor meets this requirement.

8.4 Topics Covered By Assessment

The compliance audit of the CA SHALL verify that the CA is implementing all provisions of a CP approved by the
PA.

8.5 Actions Taken As A Result of Deficiency

Any discrepancies between how the CA is designed to or is being operated or maintained and the requirements of
this CP will result in the compliance auditor documenting the discrepancy.

8.6 Communication of Results

Upon completion, the audit compliance report will be returned to the PA. The report SHALL be treated as company
confidential. The report SHALL identify the versions of the CP used in the assessment.
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9. Other Business and Legal Matters

This chapter specifies requirements on general business and legal matters.

9.1 Fees
Any fees MUST be approved by the WiMAX PA.

9.1.1 Certificate Issuance/Renewal Fees
Any fees MUST be approved by the WiMAX PA.

9.1.2 Certificate Access Fees
Any fees MUST be approved by the WiMAX PA.

9.1.3 Revocation or Status Information Access Fee
Any fees MUST be approved by the WiMAX PA.

9.14 Fees for other Services
Any fees MUST be approved by the WiMAX PA.

9.1.5 Refund Policy
Any refund policy MUST be approved by the WiMAX PA.

9.2  Financial Responsibility

CA MUST have assets and resources that ensure an ability to provide meet all operational requirements as a CA on
an uninterrupted basis and to pay damages that could reasonably occur as a result of CA operations. Levels MUST
be reasonably acceptable to WiMAX PA.

9.21 Insurance Coverage

Server Root CA must obtain insurance coverage obtained from a reputable financially sound insurer with
appropriate policy limits that is equal to or exceeds industry norms. The WiMAX Forum will be named as an
additional insured. Insurance carrier and coverage MUST be acceptable to WiMAX PA.

No stipulation regarding insurance requirements for Server CA and Server Sub-CA.

9.2.2 Other Assets
No stipulation.

9.2.3 Insurance/warranty Coverage for End-Entities
No stipulation.
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1262 9.3 Confidentiality of Business Information

1263  Sensitive and confidential information will be exchanged and provided under this CP. Written confidential
1264 information SHALL be adequately marked in writing as confidential. Oral confidential information SHALL be
1265 identified as confidential.

1266  9.3.1 Scope of Confidential Information

1267 Confidential Information means all information in written or oral form that the disclosing party identifies as
1268 confidential, and any trade secret or other proprietary information that the recipient knows or reasonably ought to
1269  know SHOULD be treated as confidential.

1270  9.3.2 Information Not Within the Scope of Confidential Information

1271 Information that is not Confidential Information includes information that is generally known to the public or
1272 properly known by the receiving party at the time of disclosure and other typical exceptions.

1273 9.3.3 Responsibility to Protect Confidential Information
1274  The PA and CAs MUST protect confidential information from unauthorized disclosure.

1275 9.4  Privacy of Personal Information

1276 It is the responsibility of all parties to ensure privacy of personal information under their control. No personal
1277 information is registered or certified. Information about subordinate CA operators is retained by the CA as part of
1278 certification request, which is subsequently logged and later archived. Manufacturer point of contact information is
1279  also retained by the Root CAs. If a party collects, transmits or stores personal information, its practices will comply
1280  with all applicable laws.

1281 9.4.1 Privacy Plan

1282 A privacy plan SHALL manage relevant information. Sponsor contact information SHALL be stored in a secure
1283 container.

1284 9.4.2 Information Treated as Private
1285 CA operator’s name, organizational affiliation, and phone number and other information within that definition.

1286 9.4.3 Information Not Deemed Private
1287 CP, CPS, PKCs, and revocation information are not considered private information.

1288 9.4.4 Responsibility to Protect Private Information
1289  All parties will protect private information when it is within their control.

12900 9.4.5 Notice and Consent to use Private Information
1291 Notice and consent practices regarding private information MUST comply with any applicable law.

1292  9.4.6 Disclosure Pursuant to Judicial/Administrative Process
1293 Disclosure in response to a valid judicial or administrative order MUST be permitted.
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9.4.7 Other Information Disclosure Circumstances

Except as required for operation of the PKI system, as expressly permitted or required under the CP, or as required
by applicable law, no private information will be disclosed without the express written consent of the party to which
that private information pertains.

9.5 Intellectual Property Rights

The CP, CPS, each root certificate and all certificates issued under the root certificate are the property of the
WiMAX Forum.

No party will use any property of the WiMAX Forum, including, without limitation, any trademark, copyright, trade
secret or other proprietary right of the WiMAX Forum, unless the WiMAX Forum has licensed that use.

No party will infringe the intellectual property rights of any third party or the WiMAX Forum. Without limitation,
except as the WiMAX Forum MAY expressly authorize in writing, it is prohibited to:

e Reverse engineer, translate, disassemble, decompile the whole or any part of any software or system or any
part therefore or otherwise attempt to access any software source code embedded in or operating using any
system;

e Assign, transfer, sell, license, sub-license, lease, rent, charge or otherwise deal in or encumber any software
or system or any part thereof or use same on behalf of or for the benefit of any third party, or make
available the same in any way whatsoever to any third party without the WiMAX Forum’s prior written
consent;

e Remove or alter any trademark or any copyright or other proprietary notice on any software, system or any
other materials;

o Distribute, create derivative works of or modify any materials, software or system or any part thereof in any
way, or use, copy, duplicate or display same on a commercial or development basis.

e Provide any service using a certificate provided under this CP except as authorized and provided in this CP
and an approved CPS.

These restrictions SHALL NOT be construed in a manner that would violate any applicable law.

9.6 Representations and Warranties

The obligations described below pertain to the WiMAX PKI Participants. The obligations applying to CAs pertain
to their activities as issuers of PKCs.

9.6.1 PA / WiMAX Forum

The WIMAX Forum and the PA make no representations and disclaim all warranties, however characterized, to the
maximum extent permitted by law. The CP notice and disclaimer terms on page [i] above.
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1325 9.6.2 Generally Applicable Representations and Warranties

1326  Agreements involving CA’s, RA’s, Subcribers, and Relying Parties will include standard representations and
1327 warranties:

1328 o It has full right, power and authority to enter into the agreement and there is nothing that would prevent it
1329 from performing its obligations under the terms and conditions imposed on it by the agreement.

1330 e The agreement has been duly authorized by all necessary corporate action and constitutes a valid and

1331 binding obligation on it, enforceable in accordance with the terms hereof (except to the extent of any relief
1332 that MAY be afforded under the laws of bankruptcy or under general principles of equity).

1333 e Ifitisan entity: It is a [corporation] duly organized and validly existing and in good standing under the
1334 laws of its jurisdiction of incorporation and is duly qualified and authorized to do business wherever the
1335 nature of its activities or properties requires such qualification or authorization.

1336 o No registration with or approval of any government agency or commission of any jurisdiction is necessary
1337 for the execution, delivery or performance by it of any of the terms of the agreement, or for the validity and
1338 enforceability hereof or with respect to its obligations under the agreement.

1339 e There is no provision in its company or corporate charter, articles of incorporation, Bylaws or equivalent
1340 governing documents, and no provision in any existing mortgage, indenture, contract or agreement binding
1341 on it, which would be contravened by the execution, delivery or performance by it of the agreement.

1342 e No consent of any third party or holder of any of its indebtedness is or SHALL be required as a condition to
1343 the validity of the agreement.

1344 o Neither its execution nor its delivery of the agreement nor its fulfillment of or compliance with the terms
1345 and provisions hereof SHALL contravene any provision of the laws of any jurisdiction including, without
1346 limitation, any statute, rule, regulation, judgment, decree, order, franchise or permit applicable to it.

1347  9.6.3 CA Representations and Warranties

1348 CAs warrant that:

1349 e There are no material misrepresentations of fact in the PKC known to or originating from the entities

1350 approving the Certificate Application or issuing the Certificate,

1351 e There are no errors in the information in the PKC that were introduced by the entities approving the

1352 Certificate Application or issuing the PKC as a result of a failure to exercise reasonable care in managing
1353 the Certificate Application or creating the PKC,

1354 e Their PKCs meet all material requirements of this CP and the applicable CPS, and

1355 e Revocation services and use of a repository conform to all material requirements of this CP and the

1356 applicable CPS in all material aspects.

1357 o It will perform all services in a professional and workmanlike manner and in conformity with standards that
1358 equal or exceed industry norms for the services that it is providing.

1359 9.6.4 RA Representations and Warranties

1360 In addition to the generally applicable representations and warranties in Section 9.6.2, RA’s MUST make the same
1361  warranties as CA’s with respect to any service that is delegated from the CA.
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9.6.5 Certificate Subject Representations and Warranties
Certificate Subjects SHALL.:

e  Use their private key and PKC for uses, in accordance with this CP (see Section 1.4).

e Protect the confidentiality of their private keys at all times, in accordance with this CP.

9.6.6 Relying Parties Representations and Warranties
Relying Parties SHALL:

e Use the PKC for uses, in accordance with this CP (see Section 1.4).

9.6.7 Representations and Warranties of Other Participants
No stipulation.

9.7 Disclaimers of Warranties

Disclaimers of implied warranties MAY be included. No disclaimer MAY contradict a required express warranty.

9.8 Limitations of Liability

9.8.1 PA/WiMAX Forum

In no event is the PA or WiMAX Forum liable for any losses, liabilities, or damages, whether direct or indirect and
however characterized.

9.8.2 Other Participants.

Mutual limitations of liability that exclude liability for special, indirect, incidental and consequential damages MAY
be included. An agreement MAY NOT impose a specific liability limit such as, for example, limiting a party’s
liability to the value of the fees paid or some multiple thereof.

9.9 Indemnities

9.9.1 PA/WiIMAX Forum

The WiMAX will not indemnify any party. The WiMAX Forum will be indemnified against third-party claims
arising from or relating to use of the PKI system and any related services, systems, software or materials.

9.9.2 Other Participants.

The agreements MUST have standard commercial indemnities covering the breach of the CP or an applicable CPS,
infringement of third-party proprietary rights, breaches of nondisclosure obligations, and damages resulting from a
party’s breach of a representation, warranty, or material obligation under the agreement
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9.10 Term and Termination

9.10.1 Term

9.10.1.1 CP Term
The CP becomes effective when the PA approves it and SHALL continue until the PA terminates it.

9.10.1.2 Other Agreements

No stipulation provided that the term is reasonable for the services to be provided. The WiMAX PA will resolve
any disagreement.

9.10.2 Termination

9.10.2.1 CP Termination

Termination of the CP is at the discretion of the PA. The CP remains in force until such time as WiMAX PA
terminates it.

9.10.2.2 Other Agreements

Termination for material breach, bankruptcy or insolvency, and upon expiration of a fixed term is permitted. A
service provider MAY NOT terminate for convenience.

Termination of this CP is at the discretion of the PA. The CP remains in force until such time as it is replaced by a
new version or it is terminated by the WiMAX PA.

9.10.3 Effect of Termination and Survival

9.10.3.1 CP

Upon termination of this CP, WiMAX PKI participants are nevertheless bound by the terms of the CP for all PKCs
issued for the remainder of the validity periods of such PKCs.

9.10.3.2 Other Agreements

No stipulation except that provisions relating to the following CP provisions MUST survive: 5.5 (to the extent
required pursuant to Sections 5.5.2 and 9.10.3.1), 9.3, 9.4, 9.5, 9.7, 9.8, 9.9, and 9.10.3.1.

9.11 Individual Notices and Communications With participants

No stipulation.

9.12 Amendments

9.12.1 Procedure for Amendment

9.12.1.1 CP

The WiMAX PA MAY amend the CP in its sole discretion. The WiMAX PA MAY issue amendments,
clarifications, or an update.

9.12.1.2 CPS and Participant Agreements.

Other participants will amend the CPS, which is provided by the CA operator, and other agreements to conform
them to amendments to the CP.
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1422 9.12.2 Notification Mechanism and Period

1423  The CP and any subsequent changes SHALL be made available the WiMAX PKI participants via the publically
1424 available repository.

1425 9.12.3 Circumstances Under Which OID Must Be Changed

1426  The object identifier representing the CP will be changed if significant changes are made to the CP portions of this
1427 document.

1428  9.13 Dispute Resolution Provisions

1429  Any dispute arising with respect to this policy or PKCs issued under this policy is addressed by the PA. All
1430 determinations of the PA are final.

1431 9.14 Governing Law

1432 All parties SHALL comply with all laws, rules, regulations and orders that are applicable to them.

1433  9.15 Compliance with Applicable Law

1434  This CP SHALL comply with the laws of the State of California Law and the United States of America.

1435 9.16 Miscellaneous Provisions

1436  9.16.1 Document Incorporated into CP
1437  The following documents also apply:

1438 e NWG Rel 1.0 Stage 3 Specification: http://www.wimaxforum.org/technology/documents/WiMAX_End-to-
1439 End_Network Systems Architecture_Stage 2-3 Release 1.1.0.zip

1440 e RFC 3647 Internet X.509 Public Key Infrastructure Certificate Policy and Certification Practices

1441 Framework http://www.ietf.org/rfc/rfc3647.txt

1442 e FIPS 140-2 SECURITY REQUIREMENTS FOR CRYPTOGRAPHIC MODULES

1443 http://csrc.nist.gov/publications/fips/fips140-2/fips1402.pdf

1444 o |EEE 802.16e-2005 March 2006, Physical and Medium Access Control Layers for Combined Fixed and
1445 Mobile Operation in Licensed Bands

1446 o  WIMAX Forum Server Certificate Profile Version 1.0.0

1447 e  WIiMAX Forum CRL Profile Version 1.0.0

1448 e  WIiMAX Forum OCSP Profile Version 1.0.0

1449  9.16.2 Entire agreement
1450 No stipulation.

1451 9.16.3 Assignment
1452 No stipulation.
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9.16.4 Severability
No stipulation.

9.16.5 Waiver
No stipulation.

9.16.6 Attorneys’ Fees

Participants SHALL reimburse the WiMAX Forum for all fees, expenses, and costs that it incurs in enforcing the
terms of the CP.

9.16.7 Force Majeure
Optional. If included, force majeure period SHOULD NOT exceed 60 days.

9.17 Other Provisions

No stipulation
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