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1. Introduction

WiMAX Forum® Mobile conformance and interoperability specifications for Release 1.0 air
interface (PCT, RCT and MIOT aspects only) is based on the IEEE Std 802.16. This document
specifies the exact standard references that are the basis for the conformance and interoperability
specifications.

1.1 Scope

The purpose of this document is to specify relevant IEEE Std 802.16 documents that are the
references for the WiMAX Forum® Mobile conformance and interoperability specifications for
Release 1.0 air interface (PCT, RCT and MIOT aspects only).
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2. Standard Reference

The following is the standard reference used by WiMAX Forum® in air interface certification testing:

1. IEEE Std 802.162004: “IEEE Standard for local and metropolitan area networks. Part 16: Air
Interface for Fixed Broadband Wireless Access Systems”

2. |EEE Std 802.16e2005 “IEEE Standard for Local and Metropolitan Area Networks — Part 16: Air
Interface for Mobile Broadband Wireless Access Systems” and “Corrigendum to IEEE Standard
for Local and Metropolitan Area Networks — Part 16: Air Interface for Fixed Broadband Wireless
Access Systems”

3. IEEE Std 802.16-2004/Cor1-2005“IEEE Standard for local and metropolitan area networks. Part
16: Air Interface for Fixed Broadband Wireless Access Systems”

4. |EEE P802.16-2004/Cor2/D3 Air Interface for Fixed and Mobile Broadband Wireless Access
Systems Corrigendum 2

Within the context of this document, the above references are referred to as the Certification Baseline.
The following changes are applicable as exceptions to the above standard references.

Standard Reference Exception 1. Include the following specification of the MS Transmit Power
Limitation Level TLV from IEEE Std 802.16-2009 Table 571.

Table 540—UCD PHY-gpecific channel encodings—WirelessMAN-OFDMA {continued)

MName {ll—g?'ree] Length Valune
15 Transouit Power 214 1 Unsizped 2-bit inteser. Specifies the maximum allowed WS mans-
Limnitation Leval put power. Values indicate power levels m | 4B steps stamine
fronn O B
Standard Reference Exception 2. Include specifications related to ND&S functionality from the

following sections of IEEE Std 802.16-2009: 11.1.10.1-2,11.8.9, 11.8.11, 11.8.13, 11.8.14,
6.3.2.3.58.

IEEE Std 802.16-2009: In Section 11.4.1, only NSP Change Count TLV (at the top of page 1187).
IEEE Std 802.16-2009: (6.3.2.3.23, “SBC-REQ (SS basic capability request) message”, page 131,
from “The Basic Capabilities Request ...” to “Visited NSP ID (see 11.8.11).

IEEE Std 802.16-2009: (6.3.2.3.24, “SBC-RSP (SS basic capability response) message”, page 132,
from “NSP information is solicited ...” to page 133, “... Security Negotiation Parameters (see
11.8.4)", page 133, from “If NSP information is not solicited...” to “... with a list of Verbose NSP
names”, and page 133, from “If the Visited NSP ID TLV is found...” to “Visited NSP Realm (see
11.8.13)".

Page - 2
WiIMAX FORUM PROPRIETARY



WIMAX Forum® Air Interface Specification WMF-T23-004-R010v02
WiMAX Forum® Mobile SRD

Standard Reference Exception 3. As modified in P802.16-2004/Cor2/D4, in Table 283 of
P802.16-2004/Cor2/D3 change the size of "Reserved"” from "1 bit" to "2 bits" (comment #1028,
database IEEE Std 802.16-07/029r4).

Standard Reference Exception 4. For Bit 6 of the HO Process Optimization TLV in the RNG-RSP
use the definition of IEEE Std 802.16-2009 in Table 585 on p. 1202.

Standard Reference Exception 5. As modified in P802.16-2004/Cor2/D4, make the following
changes in P802.16-2004/Cor2/D3 (comment #1054, database IEEE 802.16-07/029r4, contribution
C802.16maint-07/037).

In section 6.3.22.2.8.1.6.6, perform the indicated change to page 171 of P80216-
p g pag
Cor2 D3]

MS context with Serving BS: Maintamed with resource retain timers,
MS context with Target BS: Context 1s handled per bit#1 and bit#2 settings.

Bit #1=0 AND bat#2=0-Perform re-authentication and SA-TEK 3-way handshake BS shall not shentd
mclude SA-TEK-Update TLV in the SA-TEK-Response message. In addition. the
RNG-RSP message does not include SA-TEK-Update TLV or SA Challenge Tuple
TLV.

Bit #1=0 AND bit#2=1:Not used. MS shall silently ignore RNG-ESP message.

[In section 6.3.22.2.8.1.6.6, perform the indicated change to page 172 of P80216-
Cor2 D3]

SAID update:

When re-authentication 1s not required and SAID update TLV 1s excluded from the RNG-ESP message
during network re-entry, it means that SAID value(s) will be the same value(s) as the value(s) used 1n
previous serving BS and the value of Pimary SAID will be implicitly updated because MS and BS use the
same value as that of Basic CID.

[In section 11.6, perform the indicated change to Table 367. page 4050f P80216-

Cor2 D3]
Name Type Length Value PHY
(1 byte) Scope
HO Process 21 2 All
Optimization

(Bit £1, Bit #2) = (0, 0): Perform re-authentication

and SA-TEK 3-way handshake. BS shesld shall not
include SA-TEK-Update TLV in the SA-TEK-Response
message. In addition, the ENG-ESP

message does not include SA-TEK-Update TLV

or SA Challenge Tuple TLV.
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[In section 6.3.2.3.9.20, perform the indicated change to Table 37j, page 34 of P80216-
Cor2 D2]

(one or more) SA-Descriptor(s) Each compound SA-Descriptor attnbute specifies an 5A identifier (SAID)
and additional properties of the SA_ This attribute is present at the initial network
entry or reentrv after receipt of a RNG-RSP messace with HO Process

| | Optimization bits (Bitz1_ Bitz2)=(0_0jest. |

Standard Reference Exception 6. As modified in P802.16-2004/Cor2/D4, make the following
changes in IEEE P802.16-2004/Cor2/D3 (comment #1060LL, database IEEE 802.16-07/029r4,

contribution C802.16maint-07/038).
Carry out the approved change in the lay-out of SA-TEK Update TL'V and apply itto TLV 142 section 11.1.10.
Change unnumbered table in 11.1.10 shown below as indicated below the figure:

; N Length .
Name Type (byte) Value
SA-TEK-Update-Type 142.1 1 1: TEK parameters for an SA
2. GIEK paraineters for a GSA
3-255: Reserved
New SAID 1422 2 New SAID after handover to new BS
Old SATD 1423 2 Old SATD before handover from old BS
z i - ]1'\ j j'aIJﬂ.h]ﬁ =, - 1 T4 7
(GSAID. The compund fields contains the sub-attributes S
New TEK/GIEE-Parameters 1425 variable | “Newer” generation of kev parameters relevant to
{(G)SAID. The compund ficlds contains the sub-attributes
2s defined in Table 372,
GEEE-Parameters 1426 variable | GEEK its lifetime and its sequence mumber for the corre-
sponding GSATD.
Strike out item 142.3
| Old-SAID [+423 |2 | old-SAID-before handover fromoldBS |

Change the 3" paragraph of 11.1.10 as indicated:
Text in D3:

Page - 4
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Additionallv. in case of HO, for each active SA in previous serving BS. corresponding TEK. GTEK. and
GKEK parameters are also included. Thus, SA TEK Update provides a shorthand moethed for renewing
active SAs used by the MS in its previous serving BS The TIVs specify SAID in the target BS that shall

replace active SATD used in the previous serving BS and also “older” TEK-Parameters and “newer” TEK
Parameters relevant to the active SAIDs The update may also include multicast/broadcast Group SAIDs

Change to:

Additionally. in case of HO, for each active SA in previous serving BS, corresponding TEK, GTEK, and
GKEK parameters are also included. Thus, SA_ TEK Update provides a shorthand meethed method for
renewing

active SAs used by the MS in its previous serving BS. The TLVs specify SAID in the target BS that shall
replace active SAID used in the previous serving BS and also “older” TEK-Parameters and “newer” TEK
Parameters relevant to the active SAIDs. The update may also include multicast/broadcast Group SAIDs
(GSAIDs) and associated GTEK-Parameter pairs. The New SAID field shall refer to SAID assignments by the
new BS. The mapping of these new SAIDs to the SAIDs assigned by the previous serving BS is controlled by
the SAID Update TLV (11.7.18) and is further confrolled by the rules for SAID updating outlined in section

6.3.22.2.8.1.6.0.

Standard Reference Exception 7. Instead of the relevant text in the Certification Baseline, use the
text beginning at the fourth paragraph of Section 8.4.10.3 on p. 1070 of IEEE Std 802.16-2009
(starting with “To maintain...”) and ending just above Table 514 on p. 1071, plus the text of the first
line of p. 1072.

Standard Reference Exception 8. In addition to the Certification Baseline requirements, use the
text beginning at the last paragraph of p. 1081 of IEEE Std 802.16-2009 (starting with “ When
the...”) and ending after the first paragraph of p. 1082 (ending with “...STC zone.”).

Standard Reference Exception 9. In addition to the Certification Baseline requirements, use the
text beginning at the last paragraph of p. 435 of IEEE Std 802.16-2009 (starting with *“ The MS
shall...”) and ending after the first paragraph of p. 436 (ending with *...are received.”).

Standard Reference Exception 10.  In addition to the Certification Baseline requirements, use the
text in IEEE Std 802.16-2009, Clause 10.1, Table 554, p. 1147 entry for N_ms_max_neighbors.

Standard Reference Exception 11.  Add the following
IEEE P802.16-Rev2/D8, paragraph 8.4.5.3.21, page 771, line 24
IEEE P802.16-Rev2/D8, paragraph 8.4.5.4.22, page 867, line 27
IEEE P802.16-Rev2/D8, paragraph 11.8.3.5.13, page 1248, lines 1-10 excluding the specification
on Persistent HARQ DL/UL MAP IE (or, “or Persistent HARQ UL MAP IE” in line 6 and “or
Persistent HARQ DL MAP IE” in line 7)
IEEE P802.16-Rev2/D8, paragraph 11.13.30, from page 1323, line 58 to page 1324, line 6

Standard Reference Exception 12.  Add the following
IEEE P802.16-Rev2/D8, paragraph 6.3.2.3.54, page 260, line 58-60
IEEE P802.16-Rev2/D8, paragraph 8.4.10.3, page 1085, line 7-10
IEEE P802.16-Rev2/D8, paragraph 8.4.10.3.2.1, page 1088, line 29-30
IEEE P802.16-Rev2/D8, paragraph 8.4.10.3.2.2, page 1089, line 42-44
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Standard Reference Exception 13.  Add IEEE P802.16-Rev2/D8, paragraph 6.3.6.1, page 301, lines
36-38 and lines 46-48 (that is, removing the last two sentences in IEEE P802.16 Cor2/D3, paragraph
6.3.6.1, page 115, lines 1-4)

Standard Reference Exception 14.  Add IEEE P802.16-Rev2/D8, last sentence from subclause
6.3.5.2.2 (from line 63, page 299, till line 3, page 300), and whole Table 197 (Page 431, lines 8-26)
(that is, specifying mandatory usage of the Unsolicited Polling Interval for any UL RT-VR service
flow)

Standard Reference Exception 15.  Add IEEE P802.16-Rev2/D9, Section 8.4.6.2.7.1, page 977, lines
55-65 and page 978 lines 1-15.

Standard Reference Exception 16.  As modified in IEEE P802.16-Rev2/D9, make the following
changes in P802.16-2004/Cor2/D3
Add IEEE P802.16-Rev2/D9, the section 11.6, Table 584, page 1216, line 10-26.
Add IEEE P802.16-Rev2/D9, the section 11.8.3.2, page 1236, line 42-50.

Standard Reference Exception 17.  Corrections to DSD and DSC state diagrams,
Replace Figure 102 in IEEE Std 802.16-2004 with Figure 114 from P802.16 Rev2/D9
Replace Figure 105 in IEEE Std 802.16-2004 with Figure 117 from P802.16 Rev2/D9
Replace Figure 117 in IEEE Std 802.16-2004 with Figure 128 from P802.16 Rev2/D9
Replace Figure 128 in IEEE Std 802.16-2004 with Figure 139 from P802.16 Rev2/D9
Substitute the entry for T10 in IEEE Std 802.16-2004, Table 342 (Parameters and Constants) with
the corresponding entry in P802.16 Rev2/D9, Table 553.

Standard Reference Exception 18.  Replace contents of Section “6.3.2.3.47 Neighbor Advertisement
(MOB_NBR-ADV) message” Page 63 Lines 33-38 in IEEE P802.16 Cor2/D3 by the following
changes to table 144 in IEEE P802.16 section Rev/D9 6.3.2.3.42, page 198: (contribution IEEE
C802.16maint-09/0015):

Syntax Size (bit) Notes
MOB_NBR_ADV Message format(){ — —
Management Message Type = 53 — —
Reuse factor for SBS CINR calculation for | 2 00 - Physical SBS CINR for
scan and handover scan or handover triggers
shall be calculated according
to the number of subcarriers
indicated in the DL Frame
Prefix "Used subchannel
bitmap" field. If the number of
used subcarriers is lower than
or equal to one third of the
total number of subcarriers,
then CINR shall be computed
according to the rule detailed
in 8.4.12.3 for frequency
reuse configuration = 3.
Otherwise the CINR shall be
computed according to the
rule detailed in 8.4.12.3 for
frequency reuse configuration
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10 — Physical SBS CINR for
scan or handover triggers
shall be calculated according
to the rule detailed in 8.4.12.3
for frequency reuse
configuration = 1

01 — Physical SBS CINR for
scan or handover triggers
shall be calculated according
to the rule detailed in 8.4.12.3
for frequency reuse
configuration = 3

11 — reserved

Skip-optional-fields bitmap

6 Bit [0]: if set to 1, omit
Operator 1D field.

Bit [1]: if set to 1, omit NBR
BS ID field.

Bit [2]: if set to 1, omit HO
process optimization field.

Bit [3]: if set to 1, omit QoS
related fields.

Bit [4]-[5]: Reserved.

Reuse factorfor SBS CINR caleulationfor | 2 00--Physical SBS-CINR for
scan-or-handover triggers
shall-be calculated according
to-the-number-of subcarriers
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Add page 1110 second paragraph of section 8.4.12.3 “CINR mean and standard deviation” of IEEE
P802.16-2009 to IEEE P802.16 Cor2/D3.

Standard Reference Exception 19. Add IEEE P802.16-Rev2/D8, section 8.4.5.4.11, Table 392,
page 852, line 24-28.

Standard Reference Exception 20. Replace description of UCD TLVs 210, 211, 212 and 213 (Fast
Feedback region, HARQ ACK region, Ranging Region, Sounding Region) in Table 353—UCD
PHY -specific channel encodings—WirelessMAN-OFDMA of IEEE P802.16 Cor2/D3 with the
description of UCD TLVs 210, 211, 212, 213(Fast Feedback region, HARQ ACK Region, Ranging
Region, Sounding Region) in Table 570—UCD PHY-specific channel encodings—WirelessMAN-
OFDMA of IEEE P802.16Rev2/D9.

Standard Reference Exception 21.  Add IEEE P802.16-Rev2/D9, page 991, line 50-55.

Standard Reference Exception 22.  As modified in P802.16 Rev2/D9, make the following changes
in IEEE P802.16-2004/Cor2/D3 (session #57, contribution C80216maint-08_263r3.doc).

[In section 6.3.2.3.6, remove SA Challenge Tuple TLV encoding from RNG-RSP at page 30 of
P802.16-2004/Cor2/D3]

PKMw2 SA-FEK-S- - hallonee ole
. : initial chall : ke,
[In section 6.3.2.3.9.19, remove SA Challenge Tuple TLV mentioning from SA-TEK-Request at
Table 37i of IEEE P802.16-2004/Cor2/D3]

Attribute Contents
MS_Random A 64-bit number chosen by the MS freshly for every
new handshake®
BS_Random The 64-bit random number used in the PKMv2 SA-

TEK-Challenge message erSA-Challenge Tuple

Key Sequence Number AK sequence number

Page - 8
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®Receipt of a new BS random value in SA-TEK-Challenge er-SA-Challenge-tuple indicates the
beginning of a new handshake.

[In section 6.3.2.3.9.20, remove SA Challenge Tuple TLV mentioning from SA-TEK-Response
description at Table 37j of IEEE P802.16-2004/Cor2/D3]

Attribute Contents
MS Random The number received from the MS.
BS_Random The 64-bit random number used in the PKMv2 SA-TEK-

Challenge message erSA-ChalengeTuple

[In section 6.3.22.2.8.1.6.6, remove Option 2 and modify the description from page 171 to 172 of
P802.16-2004/Cor2/D3 as follows]

6.3.22.2.8.1.6.6 Security settings
MS context with Serving BS: Maintained with resource retain timer,
MS context with Target BS: Context is handled per bit#1 and bit#2 settings.

Bit #1=0 AND bit#2=0:Perform re-authentication and SA-TEK 3-way handshake

In addition, the RNG-RSP message does not include SA-TEK-Update F\-er-SA-Challenge
TFuple TLV.

Bit #1=0 AND bit#2=1:Not used. MS shall silently ignore RNG-RSP message.

Bit #1=1 AND bit#2=0: One-oftwo-options-isateowed:
Optien-1: SA-TEK-Update TLV is included in the RNG-RSP message and updates the TEKS for
all the SAs. p-thiswnr S AT Sy hopdshalieshallbnetaeeu S0 ChallepgeTruple -0

Bit #1=1 AND bit#2=1:Re-authentication and-SA-TEK-3-way-handshake is not performed. The RNG-RSP
message does not include SA-TEK-Update F\-ner-SA-Challenge Tuple TLV.

[In section 6.3.24.9, delete the paragraph regarding SA Challenge Tuple TLV from
line#13~#18, page 184 of IEEE P802.16-2004/Cor2/D3]

[In section 11.6, remove Option B from HO Process Optimization TLV encoding of
RNG-RSP at table 367 of IEEE P802.16-2004/Cor2/D3]

Name Type Length Value PHY

(1 byte) (variable-length) scope

Page - 9
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HO Process 21 2 All
Optimization (Bit #1, Bit #2) = (0,0): Perform re-authentication and SA-
TEK 3-way handshake.

In addition, the RNG-RSP message does not include SA-TEK-
Update TLV er-SA-Challenge Tuple FL\.

(Bit #1, Bit #2) = (0,1): Reserved.

(Bit #1, Bit #2) = (1,0):-ln-this-case;-option-A-isrecommended-
Optien-A) SA-TEK-Update TLV is included in the RNG-RSP
message. In this case, SA-TEK 3-way handshake
is avoided-and-SA Challenge Tuple TLV shall-not be
i i .

' EIH. ded ;' the-RNG-RSP-message. | )

O i Y

:esponse message- i this case; SA-TEK 3-way
Ha Iels aKeispe formed with-SA S'alle ge-Fuple
(Bit #1, Bit #2) = (1, 1): Re-authentication and SA-TEK 3-way

handshake is not performed. The RNG-RSP message does not
include SA-TEK-Update TLV ner-SA-Chalenge Tuple TL\.

All the TEKSs received from the serving BS are reused

[For the section 7.2.2.5 Authorization State Machine, from page 195 to 204 of IEEE P802.16-
2004/Cor2/D3 refer to the section 7.2.2.5 Authentication State Machine of P802.16 Rev2/D9.]

[Replace the Figure 130s of IEEE P802.16-2004/Cor2/D3 with the following Figure 164 of
P802.16 Rev2/D9.]

Page - 10
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A

SA-TEK-Response Wait, or
Reauth SA-TEK-Responze Wait
Authenticated, or
2auth SA-TEK-Response Wait, or
Reentry Auth Wait

[EAPJEAP Fall/ SATEK request max resend elapsed /
/~ [TEK] Stap 3 [ [TEK] Stop
L Stopped \ - Auth Explred /
_/J"' [TEK] Stap

t Stan s
JEAP Fallf External Stop

[TEK] 5top

Any State except Stopped

YA

Start Buth

PEMV2 SA-TEK
PEMvZ SA-TE

hallenge !
-Request

PEKMVZ SA-TEK-Request

PEMV2 SA-TEK-Chayengs /
KMvZ ZA-TEK-Request

Reauth SA-TEK-

N Start Reentry /
k i i
ckMvz BA-TER SATEK Timesuts PEMVZ SA4-TEK-Ghallenge /
Resppnse / PKMVZ SA-TEK-Request Start Reentry / PEMvZ HA-TEK-Request
[TEK] Afthonzed PKMyg
yoeled / SA-TEK-Response |
Y Y Y

| Authenticated
—— -
" i P Reauth Neeged s
. S . EAPStart Tiieout /
QPJE"-P uaﬂgJS- t P(M'JQJ\-SLJF PKMv2 EAP/Start

Legend

‘wlormaltext) Mo CMAC

Underlined text CMAC with current AK
Underlined -~ P . R
chaded lext 3-way handshake CMAC with new AK, all other with current AK

[Adopt the changes in the Table 133e of IEEE P802.16-2004/Cor2/D3 as follows.]

State (E)
B C F
Event or A) lglo)t SA—T(EIz—Rsp (D) Reauth SA- Reen(tr)z Auth
receive Stopped h ) Authenticated TEK-Rsp .
Authenticated Wait . Wait
message Wait
(1)
Not Not
Start Auth Authenticated Authenticated
(2 B .
PKMv2 SATEK-Rsp | SATEK-Rsp | it SA | Reauth SA
SA-TEK- Wait Wait ~sP ~sp
Wait Wait
Challenge
(3
PKMv2 . . .
Authenticated
SA-TEK- Authenticated Authenticated
Response
(@)
EAP Authe!\rl:t)itcate d Authenticated
Success
5) R : Reauth SA-
SATEK SA T\}\E/Eit Rsp TEK- Rsp
Timeout Wait
(6)
SATEK req
max Stopped Stopped
resend
elapsed
Page - 11
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)
Reauth Authenticated
Needed

(8)
Start
Reentry

Reentry Auth | Reentry Auth
Wait Wait

9)
EAPStart Authenticated
Timeout

:
FraHoSHCH e o

Started Wait

(101)
HO Authenticated | Authenticated
Canceled

(112) Reentry Auth | Reentry-Auth
TBS Wait Wait
Changed

(123)
Reentry Authenticated
Completed

(134)
Auth Stopped Stopped Stopped siemond
Expired

(148)
EAP Fail Stopped Stopped

(156)
External Stopped Stopped Stopped Stopped Stopped siemmnd
Stop

[In section 7.2.2.5.1, delete sentences regarding SA Challenge Tuple TLV from line#55~#65, page 199 of
P802.16-2004/Cor2/D3.]

[In section 7.2.2.5.3, delete sentence regarding SA Challenge Tuple TLV from line#61~#65, page 200 of
P802.16-2004/Cor2/D3.]

[Adopt the changes in the section 7.2.2.5.5 of P802.16-2004/Cor2/D3 as follows.]
1-A: Stopped (Start Auth) —> Not Authenticated

a) Enable PKMv2 EAP-Transfer messages to be transferred.

1-F: Reentry Authentication Wait (Start Auth) -> Not Authenticated

Page - 12
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a) Stop TEK FSMs

b) Re-initialize the Authorization FSM

c) Enable PKMv2 EAP-Transfer messages to be transferred.

2-B: Not Authenticated (PKMv2 SA-TEK-Challenge) —> SA-TEK-Response Wait

a) Send a PKMv2 SA-TEK-Request message.

b) Start SATEK Timer.

2-C: SA-TEK-Response Wait (PKMv2 SA-TEK-Challenge) —> SA-TEK-Response Wait
a) Send a PKMv2 SA-TEK-Request message.

b) Start SATEK Timer.

2-D: Authenticated (PKMv2 SA-TEK-Challenge) — Reauth SA-TEK-Response Wait

a) Send a PKMv2 SA-TEK-Request message.

b) Start SATEK Timer.

2-E: Reauth SA-TEK-Response Wait (PKMv2 SA-TEK-Challenge) — Reauth SA-TEK-Response Wait
a) Send a PKMv2 SA-TEK-Request message.

b) Start SATEK Timer.

3-C: SA-TEK-Response Wait (PKMv2 SA-TEK-Response) —> Authenticated

a) Stop SATEK Timer

b) Start TEK FSMs

c) Start Authorization Grace Timer

3-E: Reauth SA-TEK-Response Wait (PKMv2 SA-TEK-Response) —> Authenticated

a) Stop SATEK Timer

b) Start Authorization Grace Timer

c) Set the frame number for old AK context to be invalid.
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a)-Stop-SATEK Fimer
h-Update-the- Ak contextforthe target BS

4-B: Not Authenticated (EAP Success) —> Not Authenticated
a) Obtain the MSK

b) Derive the keys derived from the PMK

4-D: Authenticated (EAP Success) —> Authenticated

a) Obtain the new MSK

b) Derive the keys derived from the PMK

5-C: SA-TEK-Response Wait (SATEK Timeout) -> SA-TEK-Response Wait

a) Send a PKMv2 SA-TEK-Request message

b) Start SATEK Timer

WMF-T23-004-R010v02

5-E: Reauth SA-TEK-Response Wait (SATEK Timeout) -> Reauth SA-TEK-Response Wait

a) Send a PKMv2 SA-TEK-Request message

b) Start SATEK Timer

6-C: SA-TEK-Response Wait (SATEK request max resend elapsed) -> Stopped

a) Stop the Authorization FSM

6-E: Reauth SA-TEK-Response Wait (SATEK request max resend elapsed) -> Stopped

a) Stop TEK FSMs

b) Stop the Authorization FSM
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ay-StopTEK-FSMs

b} Stop the Authorization FSM

7-D: Authenticated (Re-authentication Needed) —> Authenticated

a) Send a PKMv2 EAP-Start message

b) Start EAPStart Timer

8-D: Authenticated (Start Reentry) —> Reentry Authentication Wait

a) Generate the AK context for the target BS

8-E: Reauth SA-TEK-Response Wait (Start Reentry) -> Reentry Authentication Wait

a) Remove the new AK context for the serving BS generated during performing EAP-based re-
authentication procedure

b) Generate the AK contexts for the target BS generated from old PMK context and new PMK con-text
9-D: Authenticated (EAPStart Timeout) —> Authenticated
a) Send a PKMv2 EAP-Start message

b) Start EAPStart Timer

101-F: Reentry Authentication Wait (HO Canceled) -> Authenticated

a) Remove the AK context for the target BS

b) Retrieve the cached AK context for the serving BS
fo-Femeethe M teonied oo bnsenl 28
B3-Petrovetheeashed- A teapidartheserdine-25

112-F: Reentry Authentication Wait (TBS changed) -> Reentry Authentication Wait
a) Generate the AK context of new target BS
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123-F: Reentry Authentication Wait (Reentry Completed) -> Authenticated

a) Update the AK context for the target BS

134-D,E,F;G: Any state except Stopped, SA-TEK-Response Wait and Not Authenticated (Authentication
Expired) — Stopped a) Stop TEK FSMs

b) Stop the Authorization FSM

145-B: Not Authenticated (EAP Failure) —> Stopped

a) Stop the Authorization FSM

145-D: Authenticated (EAP Failure) — Stopped

a) Stop TEK FSMs

b) Stop the Authorization FSM

156-B,C: Not Authenticated and SA-TEK-Response Wait (External Stop) —> Stopped
a) Stop the Authorization FSM

156-D,E,F;G: Any state except Stopped, Not Authenticated, and SA-TEK-Response Wait (External Stop)
—> Stopped

a) Stop TEK FSMs
b) Stop Authorization Grace Timer
c) Stop the Authorization FSM

[In section 7.8.1, delete sentences regarding SA Challenge Tuple TLV from line 62, page 215 to line8,
page 216 of IEEE P802.16-2004/Cor2/D3 as follows]

2) If HO Process Optimization Bit #1 is set to 1 indicating that PKM Authentication phase is omitted and
HO Process Optimization Bit #2 is setto 0 durlng network re- entry or handover the BS begms updates
TEKS either by beginningthe

the—RNG—R%P—ef—by appendmg the SA TEK Update TLV to RNG RSP message—treeasethe—B&begms%-
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[In section 11.6.1, delete the section 11.6.1 regarding SA Challenge Tuple TLV from page 683 to 684 of
IEEE Std 802.16€® 2005]

Standard Reference Exception 23.  As modified in IEEE Std 802.16-2009, in page 855, subclause
8.4.5.4.22, use the fourth paragraph starting with “When Allocation Start Indication is 1, ...".

Note: This change supersedes the amended language found in IEEE Std 802.16e-2005.

Standard Reference Exception 24. Instead of the text of Subsection 8.4.10.3.2.1 of the Certification
Baseline, use the text of Subsection 8.4.10.3.2.1 of IEEE Std 802.16-2009.

Standard Reference Exception 25. As modified in ‘Annex A.2’ of L80216-09 0070.doc, make the
following changes in IEEE Std 802.16-20009.
Modifying the section 6.3.5.2.2.1, page 294, in IEEE Std 802.16-2009 as follows

6.3.5.2.2.1 Extended rtPS

Extended rtPS is a scheduling mechanism which builds on the efficiency of both UGS and rtPS. The BS
shall provide unicast grants in an unsolicited manner like in UGS, thus saving the latency of a BR.
However, whereas UGS allocations are fixed in size, ertPS allocations are dynamic.

The BS may provide periodic UL allocations that may be used for requesting the bandwidth as well as for
data transfer. By default, size of allocations corresponds to current value of Maximum Sustained Traffic
Rate at the connection. The MS may request the BS to change changing the size of the UL allocation

by indicating the desired UL allocation size either by using an Extended Piggyback Request field of the
GMSH or the BR field of the MAC signaling headers as described in Table 7 or by sending a codeword
(defined in 8.4.11.13) over CQICH. Fhe-BS-shall-notchange-thesize-of ULallocations-until-receiving
anether-bandwidth-changerequest-from-the MS. When the BR size is set to zero, the BS may provide
allocations for only BR header or no allocations at all. In case that no unicast BR opportunities are
available, the MS may use contention request opportunities for that connection, or send the CQICH
codeword to inform the BS of its having the data to send. If the BS receives the CQICH codeword, the BS
shall start allocating the UL grant corresponding to the current Maximum Sustained Traffic Rate value.

The mandatory QoS parameters are the Maximum Sustained Traffic Rate, the Minimum Reserved Traffic
Rate, the Maximum Latency, the Request/Transmission Policy and Unsolicited Grant Interval (11.13.19).

The Extended rtPS is designed to support real-time service flows that generate variable-size data packets
on a periodic basis, such as VVoice over IP services with silence suppression.

Standard Reference Exception 26.
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= |nstead of Table 96—Action codes and actions use the Table 96—Action codes and actions in
IEEE L802.16-09/0058 Annex B.2.
= Change Table 109— DREG-REQ message format and its related text as shown in IEEE L802.16-

09/0058 Annex B.2.
= Modify chapter 6.3.23.1 MS idle mode initiation as shown in IEEE L802.16-09/0058 Annex B.2.
= Add a new line to Table 554—Parameters and constants as shown in IEEE L802.16-09/0058

Annex B.2.
= Change section 11.7.8.11 — Extended Capability, as shown in IEEE L802.16-09/0058 Annex B.2.

Standard Reference Exception 27. Modify 11.8.3.5.18 OFDMA parameters sets as shown
in IEEE L802.16-09/0070 Annex D.2.

Standard Reference Exception 28. Add sections 7.2.2.2.9.1, 7.2.2.29.1.1,7.2.2.2.9.1.1.1,
7.2.2.2.9.1.2, and the following paragraph of 6.3.2.3.5 page 90 of IEEE P802.16-2009:

The following TLV shall be included whenever the CMAC tuple is included in the RNG-REQ message
during re-entry, secure Location Update or handover.
CMAC_KEY_COUNT

This field contains the MSs current value of the CMAC_KEY_COUNT, which is used to generate the
CMAC_KEY_U used to generate the CMAC Tuple included in this message. See7.2.2.2.9.
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